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The MASS Remote Operations Centre
Summary
This paper provides an overview of the MASS Remote Operations Centre (ROC) as conceived and executed by Kongsberg.  In this paper is found information on maritime automation in general, the value MASS can bring to the maritime community, areas where MASS are currently implemented and will be implemented in the near future, the composition of the ROC, ROC is integrated with MASS within the context of remote and autonomous operations, how the ROC interacts with 3rd parties, and characteristics of the ROC operator environment.
Purpose of the document
This document is intended to provide IALA members with concrete information about the technology implementation of MASS Remote Operations Centres in Norway.  As Kongsberg is a leading technology solution provider in the area of maritime automation in general and MASS in particular, and as IALA is currently considering guidance and recommendations with regards to MASS and Aids to Navigation, a well-informed understanding of how MASS will be operated is critical.  This input paper is also an opportunity for the wider IALA community to share concerns and ask questions regarding the operation of MASS and the supporting infrastructure.
1.1 Note on terminology
The term “Remote Operations Centre” or ROC is used throughout this document.  This term is different from “Remote Control Centre,” which was adopted in the ISO 23860 draft document.  Kongsberg prefers the term “Remote Operations Centre” as “Remote Control Centre” is too limiting.  Remote control is a level of autonomy and suggests a human operator is in command of the MASS, albeit from afar.  Furthermore, an RCC precludes operations such as intervening, supervision and monitoring, which are central elements of the ROC concept.
Background
This section provides general information about autonomy in maritime operations, the value that autonomous ships can provide, and areas were MASS are currently being tested or implemented.
Technology for autonomous operation has been used in the maritime sector for over 40 years.  The first instances were operational Dynamic Positioning (DP) systems developed by Kongsberg for offshore operations, enabling a ship to maintain its position without a human operator’s touch.  Autonomous Underwater Vehicles (AUV) and Unmanned Surface Vessels (USV) were later added to the Kongsberg autonomy portfolio.  In 2016, the Norwegian Coastal Administration (NCA) designated a large section of the Trondheimsfjord as a test bed for autonomous shipping, the world’s first, with Kongsberg and other Norwegian technology providers designated as key stakeholders.  As you can see, the development of MASS in Norway is supported by decades of research and development and has been tested under extreme conditions, with the support of the NCA.  Of late, ROC has advanced more rapidly due to the AUTOSHIP project, an EU funded initiative that aims to demonstrate two autonomous ships during the project period, one for short sea shipping and the other for inland waterways.
What is the value potential of MASS?
Several ship owners, operators, and technology providers believe MASS has the potential to bring great value to the maritime community.  They believe MASS is good for business, that autonomous operations will improve safety, reduce OPEX and risk, and advance sustainability within the maritime sector.  MASS will bring business opportunities to increase revenue and recruit more talent, as MASS is considered an attractive and growing area for technology providers, entrepreneurs and innovators.  Safety can be improved by removing humans from the dangerous working environment of ships, as well as reducing human error through automation.  With regards to costs, OPEX can be reduced by decreasing the number of shifts required for the bridge team.  The cost of newbuild ships can also be reduced as less space will be required to accommodate the crew.  Risk will likely be reduced due to improved transparency, uninterrupted operations, and onshore off-peak time operations.  Finally, sustainability is enhanced as helicopter and boat travel for crew change is eliminated or significantly scaled back.  In addition, energy and fuel consumption, as well as emissions will all be monitored onshore, thereby making operations more sustainable, as action will be taken to improve vessel performance due to monitoring. Un-crewed vessels can also adopt ultra-low speed and, to a larger extent,  be economically feasible in smaller sizes than crewed vessels, as they are neither bound by crew change schedules nor are restricted by crew cost per hour onboard as a design criterion.  This suggests that MASS might well speed up the realization of fully electric propulsion and zero emissions, as this is likely more easy to obtain for un-crewed vessels than for crewed vessels.   In summary, MASS has great value potential.
Maritime Segments for MASS
Several maritime segments have already adopted some form of autonomous operations while others are considered strong contenders for future implementation.
· Tugs:  an early adopter, can be directly controlled from a ROC.  
RECOTUG – continuation of the RRCM/Svitzer project started in 2017.
· Short Sea Shipping:  Monitoring, supervision, and intervention, with Massterly as operational partner
· YARA Birkeland & ASKO vessels:  Mission-specific, short-journey cargo vessels that will be un-crewed.
· Ferries:  another early adopter, ferries will be monitored as well as directly controlled. Ferries are not likely to be un-crewed while passengers are onboard due to emergency and evacuation requirements, but the crew roles may change (i.e. from ferry captain to ferry host.)
· Offshore & Others:  Monitoring and support levels of interaction for offshore operations of MASS, including special operations and LNG.
Remote Operations Centres
This section describes the composition of a ROC and some of the operational concepts.
In the concept developed by Kongsberg, all MASS are connected to and monitored from a Remote Operations Centre (ROC).  The ROC for MASS is a well-developed concept.  As illustrated below, a ROC is not specific to one type of vessel, let alone one vessel or one owner. Several different types of vessels can be operated from a ROC. The ROC can include several Remote Operator Workstations (ROWS).  In the image below, eight ROWS are shown.
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ROC concept illustration
Composition of a ROC
A ROC has three main components.  The first component is a customer-owned facility that meets operational requirements in terms of power supply, network connections, cooling, heating, ventilation, and others.  The operation environment will need to incorporate modular front-end, back-end system and infrastructure.  
The second component is the Remote Operations WorkStation (ROWS).  The ROWS is highly modular, ergonomically designed unit with a suite of software and customizable control objects that allows the ROWS operator to operate any MASS, regardless of the level of autonomy.
Finally, a robust infrastructure at the ROC is required, as connectivity and bandwidth requirements will be very high.  The bandwidth required will depend on the level of interaction.  A remote controlled tug, such as the RECOTUG in Copenhagen, has a high bandwidth requirement, which would only increase if intervention or supervision was required from other ROWS. A strong backbone of servers, switches, video processors, power management, and cyber security solutions enables the ROC to achieve 24/7 operations.
Levels of interaction
There are four levels of possible interaction between the ROWS and the onboard ship systems.  These are described below:
Monitoring:  This is the lowest level of interaction; the operator observes available information from systems onboard but has no access to commands that would eventually alter the behaviour of the vessel or its equipment.  Commands are restricted to and can be given for non-critical systems.
Supervision:  At this level, the operator can give commands to onboard systems that control how an onboard system behaves, such as changing the vessel’s planned route.
Intervention:  This level of interaction allows the operator to send commands to the automated systems onboard a vessel.  At this level, the operator can override commands from higher level decision algorithms, for example, bypassing the decision “navigate vessel” with the operator command to “manoeuvre vessel,” which allows the operator to give specific commands for speed, heading and more.
Direct Control:  This is the highest level of interaction. At this level, the operator can command low level control loops, bypassing “manoeuvre vessel” to control thrusters and propulsion direct from the Remote Operations Centre.
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The Remote Operations Centre
The operator environment
The operator environment is the Remote Operator Workstation (ROWS), a modular solution that can be set up to operate at any of the three levels described below:
Level 1 – 1:1 setup for direct remote control and high attention.  One ROW interacts with one MASS.
Level 2 – 1:5 setup for monitoring.  The ROW monitors up to 5 MASS at the same time. The number “five” should be considered a guideline and not an official limit for Level 2.
Level 3 – 1:many setup for fleet-level monitoring and management.  The ROW interacts with several MASS.
The design of the operator environment is based on user experience and ergonomics research, following ISO 11064, ISO 7250, ISO 9241 and other relevant guidelines for remote control centres.  
Alert and alarming systems in the ROC utilize the same as those used in bridge systems.
Much more can be stated about the role and operational competencies of ROWS operators, as well as the operational context of the MASS and how this might affect the number of ROWS and operators for specific scenarios.  These topics are outside the scope of this paper.
From the image below you can see that the ROWS has a scalable large screen display for situational awareness data, PiP (Picture in Picture) information, and specific user interfaces.  The workstation also has several near screens that offer a flexible setup for detailed views of critical systems, as well as Interaction/Control Objects that allow the operator to control specific onboard systems.
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Remote Operator WorkStation (ROWS)
Categories of operations
Just as there will be several levels of interactions between remote operators and MASS, ROCs will carry out several different types of operations.  One fixed solution cannot fit all operations.  Different operations have different requirements.  Looking into the future, it is possible to imagine that many vessels, perhaps most vessels, will have some type of autonomous operations.  These are some of the possibilities:
Monitoring and Support:  This category of operations would require Level 1 & 2 setups, with the objective of empowering the onboard crew with remote monitoring and support, in an “expert in the loop” setting.
Direct Control Operations:  As a Level 1 setup, this category of operations enables direct control of both crewed and un-crewed vessels.  The objective is to alleviate onboard workload by providing assisted control capability.  The value comes from reducing the number of bridge team members onboard and/or give the bridge team more time to rest (i.e., less overtime and shifts worked), thus reducing OPEX.
Autonomous Operations:  Requiring both Level 1 and Level 2 setups, this category of operations is for MASS that are un-crewed while also requiring monitoring, supervision and intervention capabilities.
Fleet Operations:  This category of operations requires only a Level 3 setup and is intended as a large-scale fleet operations solution that includes mission management, planning, scheduling, and resource management, supplementary to other categories of operations.
Interactions
This section describes how the ROC and MASS will communicate with 3rd parties.
In addition to interactions with the MASS under their supervision and operation, the ROC will interact with other stakeholders in the maritime environment, such as traditional vessels, VTS centres, port operations, and coastal authorities.  In many cases, the ROC, not the MASS, will communicate with 3rd parties, while in other cases communications will be routed from the ROC to the MASS and vice versa. Here are a few examples. 

Shore-based authorities
Shore-based authorities (VTS, ports, other coastal authorities) will need to have clearly articulated expectations of what information and level of communication they require for the MASS to operate in their area.  In most cases, when shore-based authorities communicate with a MASS, they are in fact communicating with the ROC.  This means that communication is not limited to AIS/VDES or 4G/5G coverage.  
It is envisioned that VTS centres in areas where MASS operate will offer digitalized maritime services to provide necessary information for safe navigation. It is further envisaged that MASS will be required to subscribe to digitalized VTS information service (including Navigational Assistance and Traffic Organization services), Maritime Safety Information service, and a ship reporting service, with possibly additional/more frequent reporting requirements for MASS.  These services are currently being tested in the SESAME Solution 2 and STM BALTSAFE projects, and several are already “live.”
To discover, subscribe to and receive e-navigation services, the ROC will use Navelink, a digital communications platform that conforms to the IALA guideline on platforms.  Other digital maritime services, such as Virtual AtoNs and DSC messages will use established means of communication.
Communicating with other ships
Route Sharing
MASS will be enabled to share several segments of their route with vessels who have an e-navigation-enabled ECDIS capable of receiving and displaying S-421 routes.  This will be ship-to-ship communication, without the involvement of the ROC, using an ASM message from the MASS shipborne transponder.
VHF Communications
Remote operators will monitor the required VHF channels for areas in which MASS operate. Should other ships in the area attempt to communicate directly by VHF, the message will be received by the VHF radio onboard the MASS, relayed to the ROC via an IP-based VHF solution, and answered by the remote operator.  However, this is not the preferred method between conventional ships and MASS as VHF communication will increase the cognitive load of the ROWS operator.  For this reason, AIS text messages are the preferred means of ship-to-MASS communication.  
MASS AIS identification message
For AIS messages to be an effective and efficient means of communication ship-to-MASS, vessels must be able to easily identify vessels as autonomous or currently engaged in autonomous operations.  Kongsberg supports efforts to introduce an ASM message in VDES that would identify a vessel as autonomous or currently engaged in autonomous operations.  As this message would be used in safety critical situations, such as collision avoidance, the message needs a digital signature to avoid spoofing.  For this reason, VDES is preferred, as a digitally signed message will exceed 300 bytes, making it too large for conventional AIS.   With this identification message in place, MASS will be effortlessly identified, making advice to communicate by AIS text message easier to follow.
Action requested of the Committee
The Committee is requested to: 
1. Consider the information provided in this input paper when drafting guidance and recommendations for MASS, and 
Support the implementation of a an encrypted ASM message to easily identify MASS via VDES
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