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Application of Portable AIS Equipment Comprehensive Analyzer
1 SUMMARY
In order to ensure the normal AIS signals at sea and the navigation safety of ships at sea, China Maritime Safety Administration has organized and carried out research on AIS signal monitoring and analysis methods since 2019, and successfully developed a portable AIS equipment comprehensive analyzer by using the "software radio" technology architecture. The instrument is small in size, light in weight and high in efficiency, which is helpful for maritime managers to carry out AIS equipment detection and maritime radio signal monitoring anytime and anywhere, and provides a new intelligent monitoring method for traditional AIS equipment signal management.
1.1 The purpose of the document
This proposal introduces the relevant technical solutions and application results of the China's portable AIS equipment comprehensive analyzer, which will provide reference for ENAV Committee in the "formulation of guidelines on technical service specifications for maritime navigation marks" and "formulation of guidelines on services and functions for competent authorities to monitor the integrity of AIS/VDES/VDL". At the same time, it will provide practical experience and reference for other countries in the development and transformation of portable AIS equipment comprehensive analysis equipment, and facilitate maritime management personnel to carry out radio law enforcement, cruise inspection and other work.
1.2 Related documents
ITU-R M.1371-5: International Telecommunication Union Recommendation 1371 , fifth edition, Technical characteristics of ship-borne automatic identification systems using ad hoc time division multiple access technology in the VHF maritime communication band;
IEC 61162-1 ed4: International Electro-technical Commission No. 61162-1 International Standard Fourth Edition, Digital Interface (Part 1): Single Transmitter Multiple Receivers;
IEC 61993-2 ed1: International Electro-technical Commission No. 61993-2 International Standard First Edition, Class A AIS Ship-borne Communication Equipment Performance Requirements;
IEC 62287-1 ed2: International Electro-technical Commission No. 62287-1 International Standard, Second Edition, Performance Requirements for Class B AIS Ship-borne Communication Equipment Based on CS-TDMA;
IEC 62287-2 ed1: International Electro-technical Commission No. 62287-2 International Standard, First Edition, Performance Requirements for Class B AIS Ship-borne Communication Equipment Based on SO-TDMA ;
IEC 62320-1 ed1: International Electro-technical Commission No. 62320-1 International Standard 1st Edition, Performance Requirements for AIS Base Stations;
IEC 60945: International Electro-technical Commission No. 60945 International Standard, Requirements for Maritime Navigation and Radio Communication Equipment and Systems;
Technical Requirements of China Maritime Safety Administration: Technical Requirements for Ship-borne Class B Automatic Identification System Equipment Based on SO-TDMA (Provisional).
2 background
The AIS system is a shore-based and ship-borne broadcast automatic identification and reporting system, which plays an important role in maritime traffic organization and ship navigation safety. With the rapid development of AIS technology, some AIS derived devices have emerged, such as AIS SART, MOB, AIS beacon, net position meter, etc. Moreover, manufacturers set the transmission power, transmission frequency, communication access method and other equipment parameters at will, which leads to a large amount of limited AIS time slot resources. It causes great trouble to the AIS VDL link management, seriously interferes with the ship collision avoidance operation, and greatly reduces the ship navigation safety. In addition, due to the vulnerability of the AIS system and the openness and transparency of the AIS communication protocol, some manufacturers are one-sided profit-seeking or users' improper operation, which makes the slipway technology not compliant, and the ship's AIS dynamic and static information is seriously wrong, which also leads to negative impacts on ship coordination and collision avoidance, maritime traffic command, and AIS data analysis. It seriously restricts the decision making of maritime managers. Moreover, before the construction of the AIS standard station, how to carry out signal monitoring at the selected construction points and avoid the repeated construction of the AIS base station is also an urgent problem to solve, so as to provide accurate and efficient technical support for maritime law enforcement departments. Therefore, it is necessary to thoroughly study the intelligent detection technology of AIS equipment, in order to realize the analysis and monitoring of the signal and function of AIS equipment.
At the same time, the methods of AIS equipment analysis and detection have not been included in IALA's recommendations and guidelines on AIS, such as "Guidelines for the Development of Technical Service Specifications for maritime navigation Marks" and "Guidelines for the Development of Services and Functions for Competent Authorities to monitor the integrity of AIS/VDES/VDL".
Therefore, This proposal proposed comprehensive analyzer, portable AIS is a function of the AIS equipment, signal monitoring and analysis of intelligent detection equipment, to solve the existing AIS signal analysis instrument to use or is not convenient to carry and signal transmission spectrum is narrow, transport protocol compatibility and low signal processing general technical problems. Compared with the existing technology, the instrument has high efficient, reliable, accurate, practical, strong compatibility, data synchronization and less resource usage etc, can short time to complete a lot of AIS message receiving, parsing, output function, accurate and timely detect the signal strength of AIS equipment, communication distance, rapid screening narrow scope, To quickly identify the illegal use of Marine special communication frequency.
3 discussION
Portable AIS equipment comprehensive analyzer is an integrated software and hardware device based on embedded portable terminal. This proposal mainly introduces the principle, composition, function and application of portable AIS equipment comprehensive analyzer.
3.1 Principle of Portable AIS Equipment Comprehensive Analyzer
The Portable AIS equipment comprehensive analyzer mainly adopts the "software radio" technical framework, realizes some hardware functions in software, and has the advantages of reducing the complexity of hardware development, improving the flexibility of signal processing, shortening the development cycle, and reducing hardware costs. The main principle is that the VHF antenna transmits the coupled signal to the radio transceiver unit, which converts the analog signal into a digital signal through the ADC, and then analyzes and demodulates the digital signal through the processor to calculate the signal characteristics of the AIS signal. 
Then, after the system analyzes and demodulates the AIS signal, the generated data is packaged according to international standard protocols. The data packet is uploaded to the display and control platform of the device through the communication interface between the AIS receiver and the display and control platform, showing the AIS radio spectrum characteristics and AIS performance indicators to the user. The realization block diagram of AIS transceiver is shown in Fig.1.
[image: ]
Figure 1  Principle of AIS receiver
This instrument uses the "software radio" technical framework, based on the functional software of the ZYNQ7020 and Cortex-A72 two processor platforms, communicates with the hardware through ePCI, USB, Tcp/IP, and controls the radio hardware. Among them, the ZYNQ7020 platform is mainly for the realization of the program software functions of the physical layer, link layer and transport layer of AIS, and the Cortex-A72 platform is to realize the application layer function of AIS, mainly to realize the human-computer interaction display operation of the device. Software development is mainly implemented in hardware language, and the upper system of ZYNQ7020 supports Linux operating system, which can effectively reduce the development work of hardware language and significantly improve the software inheritance and maintainability of the entire system. The software functional block diagram of the AIS physical layer, link layer and transport layer is shown in Figure 2.
[image: ]
Figure 2  Software flow chart
3.2 Composition of Portable AIS Equipment Comprehensive Analyzer
The portable AIS equipment comprehensive analyzer is 310 mm × 225 mm × 75 mm, and the total weight is about 2.6 kg. The shell is made of PC plastic material, and the interior is coated with metal plating. Touch, built-in 7000mAh high-capacity battery, the appearance is shown in Figure 3. This instrument is mainly composed of VHF radio transceiver unit, display control unit, power management unit, external conversion terminal and antenna unit, etc. The specific internal structure is shown in Figure 4.
[image: ]        [image: TB24K1WEKuSBuNjy1XcXXcYjFXa_!!1741301693]
      Figure  3   Appearance of the Equipment               Figure  4 Main hardware internal structure 

(1) Radio transceiver unit: Realizes AIS signal reception, AIS signal broadcast, AIS signal spectrum monitoring, etc. This unit is connected to the display control unit through e-PCI, Tcp/IP, UARTS, and USB.
(2) Display control unit: It adopts CORTEX -A72-based processor, built-in GPU, main chip is RK3399, 64-bit 6-core ARM architecture CPU, and loads functional software to control the radio transceiver unit and realize the AIS Signal monitoring, comprehensive analysis of VDL link working status. The functional software adopts the design concept of cross-platform, and the goal is to process the full frequency band of radio signals at sea, from the long wave 190KHz to 10GHz range.
(3) Power supply unit: It is composed of power control board. The power control board mainly controls the charging and discharging of the internal battery pack, monitors the power supply system, and switches the power supply between the external adapter and the internal battery pack.
(4) External conversion terminal and antenna unit: External interfaces include VHF antenna interface, GNSS antenna interface, RS232 interface, battery charging interface and device switch. Both the VHF antenna and the GNSS antenna are external for easy maintenance.
3.3    Features of Portable AIS Equipment Synthesis Analyzer
At present, the portable AIS comprehensive analyzer can realize the detection of AIS ship-borne equipment, AIS signal analysis, detection of AIS equipment functions and performance indicators, detection of non-standard AIS equipment in AIS network, detection of time slot occupancy in AIS network, AIS base station detection functions such as the detection of AIS signal of site selection before the establishment of the station.
3.3.1  AIS signal comprehensive analysis function
On the display and control platform, the AIS signal comprehensive analysis software can realize the functions of AIS signal reception and transmission, and AIS message analysis. The analysis messages include AIS base station message analysis, ship station message analysis, and AIS AtoN message analysis, supporting ITU - Transmission of AIS messages as specified in Recommendation M.1371-5. At the same time, it has the functions of real-time monitoring and analysis of VDL links, and based on receiving, parsing, and statistical data packets, the packets are divided into general packets and manufacturer private packets. Among them, the general message is the content defined in the protocols of international organizations such as IEC or ITU, and the manufacturer's private message is organized according to the definition of the hardware manufacturer. In addition, the software supports the display of electronic charts in S57 format through the CherSoft plug in, and supports mouse and touch screen operations.
[image: ]
Figure 5  Main work area of AIS signal comprehensive analysis software
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Figure 6  Signal receiving interface in AIS signal comprehensive analysis software

Table 1  AIS signal comprehensive analysis function
	category
	specific function
	interface display
	Features

	Information management
	system information
	[image: ]
	The status bar is located at the bottom of the software and contains various statistics.

	
	List of AIS
	[image: ]
	The AIS target icons are green and red, green is normal, and red is an alarm. Each legend is defined as:
[image: ] Base Station; 
[image: ] Physical AtoN;
[image: ] virtual AtoN; 
[image: ] Simulation AtoN;
Class A Slipway;
 Class B Slipway;
[image: ]Search and rescue targets

	
	AIS target information display
	[image: ][image: ]
	Display the basic information of the AIS target and the corresponding indicators of the communication status of the AIS target. Right-clicking an AIS target on the information panel displays suggested actions for this target.

	System Alarm
	AIS operation alarm
	[image: ]
	When the parameter values of the received various standard messages reach or exceed the set critical conditions, the system will issue an alarm to the user. The set critical conditions include alarm mode setting and AIS information validity setting.

	
	AIS operation auxiliary alarm
	[image: ]
	Mainly for the physical layer parameters of the AIS communication link. When the corresponding parameter value reaches or exceeds the set critical condition, the system will send an alarm to the user. Parameters include time slot jitter, base station reserved time slot, time slot conflict, signal power strength, signal frequency deviation, garbled code, CRC check error, VDL load overrun.

	
	target alarm
	[image: ]  [image: ]
	Mainly for each AIS target, when they broadcast the corresponding alarm message or the message is not broadcast as required by the system, the system will send an alarm to the user.

	Message management
	AIS original message management
	[image: ]
	The main functions are packet parsing, Packet dump, packet filtering and target filtering.

	AIS communication status monitoring
	time slot usage
	[image: ]
	Time slot usage is a window that dynamically displays the dual channels of the VDL link in time slots. The main information box is divided into upper and lower parts, corresponding to A channel (161.975MHz) and B channel (162.025MHz).

	
	Time slot jitter error
	[image: ]
	The status bar displays the number of various types of AIS targets with time slot jittered errors, including: Class A ships, Class B ships Targets such as ships, AIS base stations, etc., and their percentages are indicated in brackets.

	
	VDL link loading
	[image: ]
	the VDL link load of channel A and channel B of the current frame. Among them, the load is the percentage of the number of occupied time slots and the total number of time slots (2250), and various AIS targets participating in the calculation can be selected, including Class A ships, Class B ships, base stations, etc., as well as CRC error checking time slots and other conflicting slots.

	
	Time slot occupancy map
	[image: ]
	The time slot occupancy map is a window that dynamically displays the A channel (161.975MHz) and B channel (162.025MHz) of the VDL link in time slot units. You can clearly see the AIS target's occupancy status of the time slot, and in the state The column quantifies the relevant parameters of VDL in the form of numbers.

	Information statistics
	Alarm information statistics
	[image: ]
	Statistics of various types of alarm information.

	
	Signal Strength Statistics
	[image: ]
	Count the signal strength of the received target.

	
	Time slot jitter statistics
	[image: ]
	Statistics on time slot jitter.

	
	AtoN information statistics
	[image: ]
	Statistics on the current status of AIS AtoN.



3.3.2 Maritime radio signal monitoring function
In the portable AIS comprehensive analyzer is composed of sampling equipment control module, signal processing module, spectrum display, base band signal oscilloscope, channel analysis, etc. It can be connected to multiple basic radio terminals, including AIS transceiver, RBN-DGNSS Terminals, Loran receivers, shortwave voice radios, VHF radios, etc.It can realize the analysis function of AIS signal characteristics, and can analyze the field strength of AIS signals, the signal-to-noise ratio of AIS signals, the frequency offset of AIS signals, and the AIS signals. It can detect the time slot occupancy rate in the AIS network and the transmission of AIS signals across time slots. The main working interface is shown in Figure 7, and its function interface is shown in Table 2.
[image: 微信图片_20191217192028]
Figure 7  Maritime radio signal monitoring software interface

Table 2  Specific function interface of maritime radio signal monitoring software
	Category
	Specific function
	Interface display
	Features

	Maritime Radio Monitoring
	Radio parameter settings
	[image: ]
	This function can set the frequency point of the monitoring frequency, sampling bandwidth, RF bandwidth, gain, automatic gain mode, etc.

	
	Selection of sampling equipment
	[image: ]
	Set the sampling device source, support baseband input devices, AIS transceivers and general software radio receivers.

	
	Spectrum display
	[image: ]

[image: ]

[image: ]
	Display the signal spectrum of the current frequency point.

	
	Channel analysis
	[image: ]
	Observe the state and signal quality of the signal through the channel spectrum and oscilloscope, and measure the signal parameters. Including signal strength, signal-to-noise ratio, etc.


3.4    Application of Portable AIS Equipment Comprehensive Analyzer
1. Application example 1
In order to ensure the integrity and correctness of the equipment functions, the field application was carried out in the Nanjiang Wharf of Tianjin Port, which is busy with ships entering and leaving the port.
[image: ]
Figure 8  Where to apply
After field application, the portable AIS equipment comprehensive analyzer has the advantages of small size and light weight, which makes it easy for the staff to carry and operate, and the equipment operates normally and the results are accurate. It has played an active role in AIS equipment detection, maritime radio signal supervision, etc., the results are shown in Figure 9.
[image: ]      [image: sunlogin_20191219143857]
Figure 9  Application  Results
2. Application example 2:
[image: ]
Figure 10  The AtoN of marine cruise inspection
After the analyzer was successfully developed, it was immediately put into the routine inspection of navigation marks and technical measurement. So far, it has been used in the daily inspection and maintenance of 17 AIS base stations within the jurisdiction of the Qinhuangdao Port, and has played an active role in the process of joint maritime patrol inspection and maritime radio joint law enforcement, investigating 2 cases of illegal ships were investigated and 3 cases of AIS equipment failures were detected, and it has been used for many times in the signal distance pull test of AIS base stations, patrolling 6 AIS AtoNs, realizing precise and scientific management, and further consolidating the technical foundation of navigation support services.
 4 Action requested of the Committee
The Committee is invited to consider the information provided by the document and take  action as appropriate.
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