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Introduce of cyber security application case of ship`s e-Nav service display device based on international standards.
Summary
This document introduces the general application of the cyber security requirements (IEC62443 and IEC 61162-460) according to international standards to the e-Nav service display device of ship.
Purpose of the document
This document is to inform IALA of the application of the cyber security requirements according to the procedure of document ENAV28-5.1.1.4 to the e-Nav service display device in service by the Korean government.
Related documents
None.
1.1 Terms and definitions
1.1.1 authentication 
provision of assurance that a claimed characteristic of an identity is correct 
1.1.2 authenticator 
means used to confirm the identity of a user (human, software process or device) property of ensuring timely and reliable access to and use of control system information and functionality
1.1.3 e-Navigation service display device
shipboard device to display information of maritime services(refer to MSC.1/Circ.1610) in the context of e-Navigation, which may be ECDIS, INS or a dedicated display unit.
1.1.4 identifier 
symbol, unique within its security domain, that identifies, indicates or names an entity which makes an assertion or claim of identity 
1.1.5 integrity 
property of protecting the accuracy and completeness of assets 
1.1.6 least privilege 
basic principle that holds that users (humans, software processes or devices) should be assigned the fewest privileges consistent with their assigned duties and functions 
1.1.7 non-repudiation 
ability to prove the occurrence of a claimed event or action and its originating entities 
1.1.8 security level 
level corresponding to the required set of countermeasures and inherent security properties of devices and systems for a zone or conduit based on assessment of risk for the zone or conduit (IEC 62443-4-2 / 3.1.37)
1.1.9 threat 
circumstance or event with the potential to adversely affect operations (including mission, functions, image or reputation), assets, control systems or individuals via unauthorized access, destruction, disclosure, modification of data and/or denial of service

Background
The Cyber Security concepts and solutions have mostly been developed for office IT systems and applications. Cyber security for maritime domain not only comes with different security priorities, it also comes with different management & operational characteristics and requirements
The risk of maritime cyber-attacks in the maritime domain is also increasing globally, the importance of maritime cyber security has emerged in the international community such as International Maritime Organization (IMO), International Association of Classification Societies (IACS), Baltic and International Maritime Council (BIMCO), Oil Companies International Marine Forum (OCIMF).
Discussion
1.2 [bookmark: OLE_LINK11]Analysis of applicable international standards
Maritime digital devices can be any kind of sensors, device or system equipped with IoT or 5G terminal communication. 
It is recommended that the during the development of Cyber ​​security standards applicable to maritime digital devices, the following standards are taken into consideration:  IEC 62443-4-2, IEC 61162-460 and IEC 63154. This section provides an overview of these standards.

cyber security standards applicable to maritime digital devices
	Category
	Standard
	Title

	Maritime digital devices
	IEC 62443-4-2
	Technical security requirements for IACS components

	
	IEC 61162-460
	Maritime navigation and radiocommunication equipment and systems – digital interfaces Part 460: Ethernet interconnection – safety and security

	
	IEC 63154
	Maritime navigation and radiocommunication equipment and systems – Cybersecurity –  General requirements, methods of testing and required test results



IEC 62443 series overview
The international industrial security standard IEC 62443 is a security framework defined by the International Electrotechnical Commission (IEC). It covers both organisational and technical aspects of security, without being prescriptive regarding the technical solution. In the set of corresponding documents, security requirements are defined, which target the solution operator and the integrator, but also the product vendor.
The primary goal of the IEC 62443 series is to provide a flexible framework that facilitates addressing current and future vulnerabilities in IACS(industrial automation and control system) and applying necessary mitigations in a systematic, defensible manner. It is important to understand that the intention of the IEC 62443 series is to build extensions to enterprise security that adapt the requirements for business IT systems and combines them with the unique requirements for strong integrity and availability needed by IACS. 
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Figure 1   IEC 62443 series overview

IEC 62443 3-3 : system security requirements and security level
This standard expands the seven foundational requirements (FRs) defined in IEC 62443 1-1 into a series of system requirements (SRs). Each SR has a baseline requirement and more requirement enhancements (REs) to strengthen security. All seven FRs have a defined set of four SLs. 

Foundational Requirements (FRs) and Purpose
	FR(Foundational Requirement)
	Purpose

	FR1. Identification and authentication control (IAC)
	Identify and authenticate all users (humans, software processes and devices), prior to allowing them access to the system or assets.

	FR2. User Control (UC)
	Enforce the assigned privileges of an authenticated user (human, software process or device) to perform the requested action on the component and monitor the use of these privileges. 

	FR3. System Integrity (SI)
	Ensure the integrity of the component to protect against unauthorized manipulation or modification. 

	FR4. Data confidentiality (DC)
	Ensure the confidentiality of information on communication channels and in data stored in repositories to protect against unauthorized disclosure.

	FR5. Restricted data flow (RDF)
	Segment the control system via zones and conduits to limit the unnecessary flow of data. 

	FR6. Timely response to events(TRE)
	Respond to security violations by notifying the proper authorities, reporting needed evidence of the violation and taking timely corrective action when incidents are discovered. 

	FR7. Resource availability (RA)
	Ensure the availability of components against the degradation or denial of essential services. 



Security Levels (SLs) definition
	Security Level(SL)
	Purpose

	SL 1
	Prevent the unauthorized disclosure of information via eavesdropping or casual exposure

	SL 2
	Prevent the unauthorized disclosure of information to an entity actively searching for it using simple means with low resources, generic skills and low motivation.

	SL 3
	Prevent the unauthorized disclosure of information to an entity actively searching for it using sophisticated means with moderate resources, IACS specific skills and moderate motivation.

	SL 4
	Prevent the unauthorized disclosure of information to an entity actively searching for it using sophisticated means with extended resources, IACS specific skills and high motivation.



IEC 62443-4-2 standard : Technical security requirements for IACS components
This standard provides detailed technical control system component requirements (CRs) associated with the seven foundational requirements (FRs) described in IEC 62443 1‑1 including defining the requirements for control system capability security levels and their components, SL-C(component). Component requirements for four types of components: software application, embedded device, host device and network device. Thus the CRs for each type of component will be designated as follows:

· Software application requirements (SAR); one or more software programs and their dependencies that are used to interface with the process or the control system itself (for example, configuration software and historian)
· Embedded device requirements (EDR) : special purpose device designed to directly monitor or control an industrial process
PLC (Programmable Logic Controller), IED (Intelligent Electronic Device)
· Host device requirements (HDR) : general purpose device running an operating system (for example Microsoft Windows OS or Linux) capable of hosting one or more software applications, data stores or functions from one or more suppliers
Operator workstation, Data historian
· Network device requirements (NDR) : device that facilitates data flow between devices, or restricts the flow of data, but may not directly interact with a control process
Switch, VPN (Virtual Private Network)

Overview of IEC 61162 standards
IEC 61162 series : Maritime navigation and radiocommunication equipment and systems – digital interfaces
IEC 61162 series overview
	Part
	Title

	IEC 61162-1(NMEA 0183)
	Part 1: Single talker and multiple listener

	IEC 61162-2(NMEA 0183)
	Part 2: Single talker and multiple listener, high speed transmission

	IEC 61162-3(NMEA 2000)
	Part 3: Serial data instrument network

	IEC 61162-450
	Part 450: Ethernet interconnection

	IEC 61162-460
	Part 460: Ethernet interconnection – safety and security



IEC 61162-460 : Ethernet interconnection – safety and security
This standard is an add-on to the IEC 61162-450 standard where higher safety and security standard are needed due to higher exposure to external threats or to improve network integrity. This standard provides requirements and test method for equipment to be used in an IEC 61162-460 compliant network as well as requirements for the network itself and requirements for interconnection from the network to other networks.   
[image: ]Figure 2   Functional overview of IEC 61162-460 requirement applications

IEC 61162-460 component definition
	Name
	Definition

	460-Network
	Network which consists of only 460-Nodes, 460-Switches, 460 Forwarder, 460-Gateway and 460- Wireless gateway as well as 450-Nodes

	460-Node
	Device complaint with the requirements of a 450-Node and which satisfies the safety and security requirements as specified in this standard 

	460-Switch
	Network infrastructure device used to interconnect nodes on a 460-Network and which satisfies the safety and security requirements as specified in this standard

	460-Forwarder
	Network infrastructure device that can safely exchange data stream between a 460- Network and other controlled networks including other 460-Networks 

	460-Gateway
	Network infra structure device that connects 460-Netowrk and uncontrolled networks and which satisfies the safety and security requirements as specified in this standard

	460-Wireless gateway
	Network infrastructure device that connects a 460-Netowrk and wireless networks and which satisfies the safety and security requirements as specified in this standard



Overview of IEC 63154 standard : Maritime Navigation and Radiocommunication equipment and systems – cyber security – General requirements, methods of testing and required test results
Scope
This document specifies requirements, methods of testing and required test results for shipborne navigation and radiocommunication equipment where standards are needed to provide a basic level of protection against cyber incidents:
· shipborne radio equipment forming part of the global maritime distress and safety system (GMDSS) mentioned in the International Convention for Safety of Life at Sea(SOLAS) as amended, and by the Torremolinos International Convention for the Safety of Fishing  Vessels  as  amended  and  to  other  shipborne  radio  equipment,  where appropriate;
· shipborne navigational equipment mentioned in the International Convention for Safety of Life at Sea (SOLAS) as amended, and by the Torremolinos International Convention for the Safety of Fishing Vessels as amended,
· other shipborne navigational aids, and Aids to Navigation (AtoN), where appropriate. 

IEC 63154 overview
	Part
	Title

	Module A
	Data files

	Module B
	Execution of executables

	Module C
	User authentication

	Module D
	System defense

	Module E
	Network access

	Module F
	Access to operating system

	Module G
	Booting environment

	Module H
	Maintenance mode

	Module I
	Protection against unintentional crash caused by user input

	Module J
	Interfaces for removable devices including USB

	Module K
	IEC 61162-1 or IEC 61162-2 as interface

	Module L
	IEC 61162-450 as interface

	Module M
	IEC other interfaces

	Module N
	Software maintenance 

	Module O
	Remote maintenance 

	Annex A
	Guidance on implementing virus and malware protection ontype approved equipment for IMO SOLAS regime and practical limitations	

	Annex B
	File authentication

	Annex C
	Methods of authentication of data files and executables – some examples

	Annex D
	USB class codes

	Annex E
	Cyber security configuration document  for equipment

	Annex F
	Guidance on interconnection between networks



1.3 Cyber Risk Assessment
1.3.1 Scope of the assessment
The scope of the assessment work confines e-Navigation service display devices, which may be ECDIS, INS or dedicated device for this purpose. 
We assumed that e-Navigation service display device subject to the cyber risk assessment has the below general specification and functions referring to the information obtained by searching for products regarding ECDIS and INS on sale in the market.

[General specifications]
· [bookmark: _Hlk82701541]Power Supply : 230 VAC, 50/60Hz
· Display Unit : 26 in LCD display
· Main Control Unit
OS : Windows 10
Interfaces
· Multiple Ethernet LAN ports (1GB)
· Multiple serial ports (IEC 61162-1 & IEC 61162-2)
· Multiple USB ports
· CD/DVD-ROM : optional
· Keyboard, trackball mouse

[General functions]
· Display of e-Navigation service information.
· Electronic chart display
· Display of AIS vessels

1.3.2 Identification of cyber threats
The below examples are not exhaustive. Threats may be intentional, accidental or environmental (natural) and may result, for example, in damage or loss of essential services. Other cyber attack methods are evolving such as impersonating a legitimate shore-based employee in a shipping company to obtain valuable information, which can be used for a further attack. The potential number and sophistication of tools and techniques used in cyber attacks continue to evolve and are limited only by the ingenuity of those organizations and individuals developing them.

Identified threats list
	No.
	Threat
	Description

	1
	Malware
	Malware is any software intentionally designed to cause damage to a computer, server, client, or computer network. By contrast, software that causes unintentional harm due to some deficiency is typically described as a software bug. A wide variety of malware types exist, including computer viruses, worms, Trojanhorses, ransomware, spyware, adware, rogue software, wiper and scareware.

	2
	Brute force.
	An attack trying many passwords with the hope of eventually guessing correctly. The attacker systematically checks all possible passwords until the correct one is found.

	3
	Denial of Service (DOS)
	a cyber-attack in which the perpetrator seeks to make a machine or network resource unavailable to its intended users by temporarily or indefinitely disrupting services of a host connected to the Internet. Denial of service is typically accomplished by flooding the targeted machine or resource with superfluous requests in an attempt to overload systems and prevent some or all legitimate requests from being fulfilled.

	4
	Social engineering.
	A non-technical technique used by potential cyber attackers to manipulate insider individuals into breaking security procedures, normally, but not exclusively, through interaction via social media.

	5
	Data breach
	A data breach is a security violation in which sensitive, protected or confidential data is copied, transmitted, viewed, stolen or used by an individual unauthorized to do so.

	6
	Phishing.
	Sending emails to a large number of potential targets asking for particular pieces of sensitive or confidential information. The email may also contain a malicious attachment or request that a person visits a fake website using a hyperlink included in the email.

	7
	Scanning
	Searching large portions of the internet at random for vulnerabilities that could be
exploited.

	8
	Network manipulation and information gathering
	Illegal collection of information through unauthorized access to the network

	9
	Man-in-the-middle attack
	a cyberattack where the attacker secretly relays and possibly alters the communications between two parties who believe that they are directly communicating with each other. One example of a MITM attack is active eavesdropping, in which the attacker makes independent connections with the victims and relays messages between them to make them believe they are talking directly to each other over a private connection, when in fact the entire conversation is controlled by the attacker. The attacker must be able to intercept all relevant messages passing between the two victims and inject new ones.

	11
	Erroneous use or erroneous administration of devices
	During system maintenance(e.g., software update), the introduction of malicious code, system malfunction, setting mistake,   integrity test not conducted, etc.

	12
	Careless use of removable media or device (USB, Laptop, etc)
	Careless use of removable media (USB, portable drives, laptops, etc)

	13
	OS vulnerabilities
	Security vulnerabilities that can be caused by failure to patch operating system(Windows, Linux, Android, etc).

	14
	Application software vulnerabilities
	Security vulnerabilities that can be caused by software bugs or failure to patch software

	15
	Hardware failure
	Hardware failure caused by failure of hardware devices such as CPU, memory, and interfaces

	16
	Credential stuffing.
	Using previously compromised credentials or specific commonly used passwords to attempt unauthorized access to a system or application.

	17
	Subverting the supply chain
	Attacking a company or ship by compromising equipment, software or supporting services being delivered to the company or ship.


Application case for security requirements for E-Navigation display devices based on IEC 62443-4-2
Equipment specification of application case
[Specifications]
· Power Supply : 230 VAC, 50/60Hz
· Display Unit : 10.1 in LCD display
· Main Control Unit
OS : Android 9.0
Interfaces
· Ethernet LAN ports (100MB)
· Serial ports (IEC 61162-1 & IEC 61162-2)
· Wireless communication unit
LTE-M transceiver
POE(Power over ethernet) adapter
GPS antenna
LTE-M antenna

[Functions]
· Display of e-Navigation service information.
· Electronic chart display
· Display of AIS vessels

Composition of application case
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자동 생성된 설명]Figure 3  Composition of e-Nav service display
Case of application of security requirements
User identification (ID) and authentication (certificate and password)
1) Unique identifier(ID) and authentication
ID and password are issued for each user for unique identifier and authentication.
[image: ]  [image: ]
2) Multi-factor authentication
For the multi-factor authentication, authentication functions through patterns and pin numbers other than password authentication for each user are implemented.
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3) The use of an appropriate PKI considering commonly accepted best practice where PKI is utilized
The e-Nav service display device needs a certificate to receive a service, and transmits request information based on the certificate information when requesting information from the e-Nav service platform. The e-Nav service platform transmits data only in normal cases by checking the validity of the information based on certificate and the unique number of the e-Nav service display device.
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4) Authenticator management (password strength and life limit, etc.)
When creating passwords, strong password conditions such as length, special characters, and capitalization restrictions are applied, and the validity period of passwords is managed to ensure password security.
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Auditable log record
Auditable log record is saved for review history of set value changes and important data changes.
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Ensure service data integrity and confidentiality
1) Provide communication integrity mechanism
To provide communication integrity, when communicating with the e-Nav service platform, hash value according to the message content is generated and transmitted for each message. The e-Nav service platform provides information to the e-Nav service display device only for messages that have not been tampered with by comparing the message content with the hash value.
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2) Service data encryption
The service guarantees data confidentiality by sending and receiving TLS-based encryption/ decryption data.
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System recovery function
1) Important data backup
The e-Nav service display device backs up important data periodically or according to user actions to prevent loss of it.
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2) System initialization function
Users can select backed up data automatically or manually to restore the data.
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Updates to the device 
It checks whether the latest version of S/W from the e-Nav centre, and if there is a latest distributed version, the e-Nav service display device automatically downloads and updates the software.
[image: ]
Restriction on the use of removable media
To restrict the use of removable media, inserting a USB will deny access to the USB and display a message stating that it cannot be used.
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Action requested of the Committee
None.
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669300D06096086480165030402010500A08195301806092A864886F70D010903310806092A864886F70D010701301C06092A864886F70D010905310F170D3233303232323035323733395A302A06092A864886F 70D01093431103018300D06096086480165030402010500A10A06082A
8648CEIDO4O302302F06092A864886F70D01090431220420F 8348E0B1DFO0833CBBBDOSFO7ABDECC]OCOEFBT8829D7828C62A7F36D8CC549300A06082A8648CE3D04030204673065023100FCICED41DECAGAF24CODACCBAIOSDBEACO93019C08476929CAFOEEEFT3ODABEBSITECAF270
EB3B3BBDEGA2825A696FB0230779B30F58828887COECEABDIEFF115F 36F3145A96B8CEAEDO3109D0949A26A54AAS5F SEE15A195020A3FB971129CF73000000000000"

2023-02-22 14:28:22.324 11425-11728/kr.gntc.badagiljabi T/okhttp. —> END POST (3354-byte body.

2023-02-22 14:28:22.345 11425-11716/kr.gntc.badagiljabi T/okhttp. : <=- 200 OK http://angell.iptine.orq:8088/polling (60ms:

2023-02-22 14:28:22.345 11425-11716/kr.gntc.badagiljabi T/okhttp. content-type: text/html; charset=utf-g

2023-02-22 14:28:22.345 11425-11716/kr.gntc.badagiljabi T/okhttp. Access-Control-Allow-0rigin: *

2023-02-22 14:28:22.346 11425-11716/kr.gntc.badagiljabi T/okhttp. Access-Control-Allow-Hethods: GET,POST,PUT,DELETE, OPTIONS

2023-02-22 14:28:22.346 11425-11716/kr.gntc.badagiljabi T/okhttp. Access-Control-Allow-Headers: X-Requested-With, Content-Type, Content-Length, SPCHRN, dSMRN, SVCMRN, certificate

2023-02-22 14:28:22.346 11425-11716/kr.gntc.badagiljabi T/okhttp. content-length: 32

2023-02-22 14:28:22.346 11425-11716/kr.gntc.badagiljabi T/okhttp. checksun: e1045c8b555a637b0655d57blel1ce3

2023-82-22 14:28:22.346 11425-11716/Kr.gntc.badagiljabi I/oknttp.OKkHttpclient: [18817] Checksum does not match.
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createDT Mm SerialNm __|userld|category |categoryType |eventiD eventResult
20230222 14:1432_|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 1 8lkrgmtcbadagiljabi _|OK

20230222 14:1432_|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 5 ~1/krgmtcbadagiljabi _|Save Audit history
20230222 14:1432_|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 1 10]kr.gmtcbadagiljabi

20230222 14:1432_|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 5 ~1/krgmtcbadagi Save Audit history
20230222 14:1432_|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 1 10]

20230222 14:1432_|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 5 B Save Audit history
20230222 141434 _|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 1 10]

20230222 141434 _|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 5 B Save Audit history
20230222 141434 _|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 1 10]

20230222 141434 _|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 5 B Save Audit history
20230222 141434 _|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 1 10]

20230222 141434 _|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 5 B Save Audit history
20230222 1411435 _|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 1 10]

20230222 1411435 _|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 5 B Save Audit history
20230222 1411435 _|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 1 10]

20230222 1411435 _|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 5 B Save Audit history
20230222 1411435 _|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 1 10]

20230222 1411435 _|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 5 B Save Audit history
20230222 14:1436_|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 1 10]

20230222 14:1436_|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 5 B Save Audit history
20230222 14:1436_|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 1 10]

20230222 14:1436_|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 5 B Save Audit history
20230222 14:1436_|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 1 10]

20230222 14:1436_|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 5 ~1/krgmtcbadagiljabi _|Save Audit history
20230222 14:1437_|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 1 10]kr.gmtcbadagiljabi

20230222 14:1437_|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 5 ~1/krgmtcbadagi Save Audit history
20230222 14:1437_|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 1 10]kr.gmtcbadagiljabi

20230222 14:1437_|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 5 ~1/krgmtcbadagiljabi _|Save Audit history
20230222 14:1437_|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 1 10]kr.gmtcbadagiljabi

20230222 14:1437_|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 5 ~1/krgmtcbadagiljabi _|Save Audit history
20230222 14:1438_|urnimmikordevicerecs1F20101488__|1F20101488 |GMT 1 10[kr.gmtcbadagiljabi
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o, Time Source Destination Protocol  Length Info

463 35.474726 59.26.112.108 192.168.12.58

464 35.475109 59.26.112.108 192.168.12.58

466 35.487023  192.168.12.58 59.26.112.108 66 64172 + 8088 [ACK] Seq-3736 Ack-329 Win-88764 Len-9 TSval-85358946 TSecr-3220321621
| 468 35.636646  192.168.12.58 59.26.112.108 TCP 1514 64171 > 8688 [ACK] Seq=3730 Ack-329 Win-88704 Len-1448 TSval-85358991 TSecr-3220320679 [TCP segment of a reassembled PDU]
| 469 35.637040  192.168.12.58 59.26.112.108 1514 64171 > 8688 [ACK] Seq=5178 Ack-329 Win-88704 Len-1448 TSval-85358991 TSecr-3220320679 [TCP segment of a reassembled PDU]
47135.644906  59.26.112.108 192.168.12.58 66 8088 > 64171 [ACK] Seq-329 Ack-7459 Win-43964 Len- TSval-3220321785 TSecr-85358991
474 35.660675  192.168.12.58 59.26.112.108 66 64171 ~ 8088 [ACK] Seq-7459 Ack=657 Win-89792 Len-9 TSval-85358999 TSecr-3220321798
486 36.563529  192.168.12.58 59.26.112.108 TCP 1514 64172 > 8688 [ACK] Seq=3736 Ack-329 Win-88704 Len-1448 TSval-85359269 TSecr-3220321621 [TCP segment of a reassembled PDU]
487 36.563892  192.168.12.58 59.26.112.108 TP 1514 64172 > 8688 [ACK] Seq-5184 Ack-329 Win-88704 Len-1448 TSval-85359269 TSecr-3220321621 [TCP segment of a reassembled PDU]

> [Timestamps]

> [SEQ/ACK analysis]
TCP payload (839 bytes)
TCP segment data (839 bytes)

> [3 Reassembled TCP Segments (3735 bytes): #486(1448), #487(1448), #488(839)]

User-Agent: MiSClient/.9.1\r\n
Accept-Charset: UTF-8\r\n
Accept-Language: en-US,en;q=8.5\r\n
SPcMRN: urn:mren:kor:device:ecs:1F20101488\r\n
dstMRN: urn:mrn:kor:mcp:mms: smart:@01\r\n
checksum: @6bc8fc3alcB5e8bc867b86076F7Fec\r\n
Content-Type: application/json; charset-utf-8\r\n

> Content-Length: 3352\r\n
Host: angell.iptime.org:8e88\r\n
Connection: Keep-Alive\r\n
Accept-Encoding: gzip\r\n
A\r\n
Full request URT: http://angell
[HTTP request 2/4]
[Prev request in frame: 462]
I[Response in frame: 490]
[Next request in frame: 510]
File Data: 3352 bytes

> JavaScript Object Notation: application/json
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I [ip. add

5926, 112,108 B )+

No,

Time Source Destination Protocol _ Length Info

21986 623.206558  59.26.112.168 192.168.12.58 TP 78 10443 > 63022 [ACK] Seq-235567 Ack-2177611 Win-182656 Len-8 TSval-3215262203 TSecr-83841031 SLE-2176746 SRE-2177611

| 21987 623.207095  59.26.112.168 192.168.12.58 T 66 10443 > 63023 [ACK] Seq-196477 Ack-2028339 Win-181632 Len-9 TSval-3215262204 TSecr-83841087
21988 623.208508  59.26.112.168 192.168.12.58 T 78 [TCP Window Update] 10443 > 63022 [ACK] Seq-235507 Ack-2177611 Win-183296 Len-0 TSval-3215262205 TSecr-83841031 SLE-2173850 SRE-2175298
21989 623213432 59.26.112.168 192.168.12.58 TLSvi.2 423 Application Data

| 21990 623.213887  59.26.112.168 192.168.12.58 TLSvi.2 423 Application Data

\

L

> Frame 5272: 424 bytes on wire (3392 bits), 424 bytes captured (3392 bits) on interface \Device\NPF_{@84A7D26-DF75-45A5-BACE-AGSEQABFB108}, id @

> Ethernet IT, Src: EFMNetwo_89:d4:ec (70:5d:cc:89:dd:ec), Dst: Micro-St_8c:26:e6 (2c:f@:5d:8c:26:e6)

> Internet Protocol Version 4, Src: 59.26.112.108, Dst: 192.168.12.58

> Transmission Control Protocol, Src Port: 10443, Dst Port: 63022, Seq: 43341, Ack: 375141, Len: 358

Transport Layer Security
v TLSv1.2 Record Layer: Application Data Protocol: Application Data
Content Type: Application Data (23)
Version: TLS 1.2 (€x0303)
Length: 353
Encrypted Application Data: 000000080080006e72208d70b0645ad5F19¢1e606aedc8262a53548e4b42F3815C6O5...

2c 70 5d 8c 26 e6 70 5d cc 89 d4 ec 08 00 45 00
01 9a 08 5f 40 00 33 06 5 96 3b la 70 6c O a8
0c 3a 28 cb 6 2e 02 55 €3 05 fc 16 33 80 18
05 98 86 32 00 00 01 01 0a bf 9d 4c ec 04 fd

88

2d 08 d7 @b 06 45 ad 5f 19 cl e6 06 ae dc 82 6a
a5 35 48 e4 bd 2f 38 15 c6 0 5d 1d 54 0a 85 1f
38 d3 68 97 6e Sc 18 11 a8 b3 63 6b 82 ea 58

2e

1b e7 cb 40 43 15 6 9F cc 9c d9 Ge 81 ec f5
cb 44 89 cb 20 e2 67 41 1a 30 98 22 5c bc 4d 71
d7 dc 7f bb 46 76 2f 8e 70 e@ 54 52 aa bc 67 53

5f 9a a6 ea OF @ 4e 4f <6 9b bO 99 56 53 FO e2
99 0c 39 e3 9F 58 15 88 65 14 6b 07 a5 1f 2 e2
€5 76 9d 1d 79 30 03 bc cf 94 5 81 le 1a 74 a5
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¥Automatic backup is performed every week, and only the last 3 months are maintained.
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