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1 ABSTRACT

Based on the discussion at ENAV 29 on-line meeting and the feedback from the offline communication group, China MSA has revised the working draft of Guideline on AIS/VDES VDL integrity monitoring (enav29-5.1.3.2.1) for further consideration under ENVA30.
PURPOSE

The purpose of this document is to propose a working draft of guideline on AIS/VDES VDL integrity monitoring. It provides an overview of the source of AIS/VDES VDL vulnerability, and proposes methods for IALA members to detect and mitigate the effects of abnormal VDL transmissions, and gives suggestions on the implementation and enforcement.

2 BACKGROUND
At ENAV28, China MSA proposed a new work item of development of guideline on AIS/VDES VDL integrity monitoring and the IALA Council in mid-December 2021 approved to add this new work item for work programme 2018-2023. At ENVA29, the input ENAV29-5.1.3.2 on the development of Guidelines on AIS/VDES VDL integrity monitoring and ENAV29-5.1.3.2.1 Draft Guideline AIS/VDES VDL integrity monitoring was presented by China MSA. During ENAV29, Chapters 1 to 4 were discussed. Further details were added to chapter 4. The work on the draft guideline is planned to continue during ENAV30 as a task group.
3 DISCUSSION

Revisions of the working draft guideline:

· Revise and improve Chapter 5;
· Add the new chapter 6;
· Modify chapters 1 to 4 based on the suggestion at ENAV 29.
4 PROPOSAL
It is proposed that the ENAV Committee continue to revise the guideline on AIS/VDES VDL integrity monitoring based on the working draft guideline submitted by China MSA.
5 Reference
[1] IALA R0124(2012-12) “The AIS Service”
[2] IALA G1117(2017-12) “VHF Data Exchange System(VDES) Overview”
6 Action requested of the Committee

The Committee is requested to consider the Working Draft of Guideline on AIS/VDES VDL integrity monitoring and jointly supplement the contents of the guideline.
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7 Introduction
7.1 Purpose
AIS/VDES VDL integrity is crucial to use AIS/VDES properly. AIS/VDES VDL integrity monitoring is the process of determining whether the AIS/VDES VDL is abused for other purposes or due to faults. The purpose of this document is to provide an overview of the source of AIS/VDES VDL vulnerability, and propose methods for IALA members to detect and mitigate the effects of invalid VDL transmissions.

7.2 Scope
This document provides guidance for stakeholders, ship and shore, and authorities in deploying and running AIS/VDES properly.
7.3 Text structure
Chapter 2 provides background on the AIS/VDES VDL integrity monitoring.
Chapter 3 lists the sources of AIS/VDES VDL vulnerability.
Chapter 4 describes AIS/VDES VDL integrity detection and proposes corresponding methods.
Chapter 5 gives potential solutions to mitigate the effects on shore and ships.
Chapter 6 outlines the implementation of AIS/VDES VDL integrity monitoring.
8 Background
AIS/VDES services are based on AIS/VDES VDL, which involves 2 AIS channels (AIS 1 and AIS 2), 2 ASM channels (ASM 1 and ASM 2), 2 Long range AIS channels (75 and 76), and 12 VDE channels (1024, 1084, 1025, 1085, 1026, 1086, 2024, 2084, 2025, 2085, 2026 and 2086).
In resolution MSC.140 (76) the IMO recognizes a compelling need to ensure the integrity of the AIS VDL and recommends that authorities take the necessary steps to do so. IALA also strongly recommends a national competent authority is appointed with the responsibility of managing the AIS VDL in R0124. The users and the types of AIS message, service, and equipment are increasing with the development of AIS. The risk of AIS VDL overloading has emerged and shown the vulnerability of AIS. It led to the development of VDES. According to ITU standards, VDES has a larger data transfer rate and more complex protocols. Its VDL is more vulnerable. Therefore, it is necessary to detect the VDL integrity and mitigate the effects to ensure the validity of the AIS/VDES services.
9 Sources of AIS/VDES VDL vulnerability
Since AIS/VDES is a wireless communication system with transparent air interface, the VDL has inherent vulnerability that comes from the following aspects:
9.1 Unauthorized VDL
 signaling
AIS base stations manage the VDL using AIS messages 16, 20, 22 and 23. The VDES base stations and satellites control the terminals transmitting by bulletin boards and other signaling. The bulletin board should use PKI for signature authentication, but the terminals also accept the ones of authentication failure. Signaling should be broadcast under the authorization of the competent authorities. Unauthorized signaling can cause chaos in AIS/VDES resource allocation and slot access. 
9.2 Sub-standard devices
If the device is not designed in strict accordance with standards, or the device itself is defective, it will lead to abnormal slot access, channel selection, reporting interval, and incorrect communication state
, etc. It may cause slot conflicts, message errors, or congestion in VDL. In addition, frequency offset or output power which is not compliant with standards should also be considered. Sub-standard devices may also due to incorrect reaction, even no reaction to specific messages (such as signaling, addressing messages, DGNSS broadcast binary messages, and interrogation messages, etc.). Compared with AIS, VDE VDL is more susceptible to the influence of substandard devices due to the requirement of reliable data transmission.
9.3 Incorrect device configuration and installation
Incorrectly configured and installed devices may send messages with incorrect or incomplete information. For example, incorrect static and voyage related information is transmitted due to incorrect configuration of a mobile station, or the dynamic information is partly filled with default if GNSS antenna of the mobile station is installed incorrectly. These errors and invalid information will reduce the efficiency of data exchange.
9.4 Unauthorized AIS/VDES messages
AIS/VDES can send some specific information, such as safety related messages, hydrometeorological messages, DGNSS broadcast binary messages, etc. The transmission of these messages must be authorized to ensure that reliable information is provided to seafarers. However, AIS/VDES lacks verification mechanism for these messages, and unauthorized AIS/VDES messages will lead to confusion or even misleading.
9.5 Spoofing messages
AIS/VDES messages should carry valid information. For instance, AIS dynamic and static spoofing messages carrying fake information may significantly reduce the VDL reliability to mislead the crew in making decisions and affect the authorities in tracking targets.
9.6 DOS attack
Some altered AIS/VDES devices can broadcast a large number of messages over the VDL as malicious. The messages occupy or reserve a large number of  slots, causing other devices to fail to work. Such an attack may cause overloading of the VDL.
9.7 Protocol attack
VDES has complex protocols, transparent air interface, and diversified applications. This also means that its protocol is more vulnerable. Attacks against the vulnerabilities of VDES protocol may cause system overload, message errors, and information leakage.
9.8 Use of the band by services other than VDES
 

Radio interference will affect all the communication systems. AIS/VDES channel will be interfered with by the radios, including co-channel interference from services other than VDES, adjacent channel interference of other maritime services, and spurious emission interference of other high-power equipment. Interference between multiple services in VDES should also be considered. It could cause error when demodulating AIS/VDES signals, so that the message cannot be received normally.
10 Detection
AIS/VDES VDL integrity monitoring is to assure proper usage of the VDL. Detection is the essential function of AIS/VDES VDL integrity monitoring and the prerequisite for mitigation effects. The following aspects should be detected:
10.1 Air interface status detection
AIS/VDES air interface status detection ensures the availability of the VDL and normal function of the AIS/VDES. The following items are recommended to detect:
· Number of AIS/VDES units received by each station;
· Number of slot occupied by each node;

· VDL load;
· Channel loading balance;
· PSS transmissions and coverage;
· CRC error;

· Noise level;
· RSSI.
10.2 Signaling detection

Signaling should be transmitted under the authorization of the competent authorities. AIS/VDES signaling detection mainly identifies whether the AIS VDL management messages, such as 16, 20, 22 and 23, and the VDE bulletin boards and other signaling are authorized. 
AIS/VDES signaling detection analyzes the received signaling to determine:
· Whether the signaling is issued by authorized stations;

· Whether the signaling contents and validity duration are authorized;

· Whether there are conflicts between signaling in the same area.
10.3 Standard compliance detection

AIS/VDES standard compliance is the key factor in ensuring VDL integrity. The judgment of AIS/VDES standard compliance is based on the detection of message information and signal characteristics (signal strength, transmission time slot, etc.) of the AIS/VDES unit. The contents of detection include:
· Slot access compliance (SOTDMA, MITDMA, CSTDMA, etc.);
· Reporting interval (whether it matches the SOG and ROT);

· Transmitted power;

· Frequency error;

· Synchronization jitter;

· Reaction to some specific messages, such as addressing messages, DGNSS broadcast binary messages, and  interrogation messages;

· Alternating between candidate channels;

· Signaling compliance, such as AIS VDL management messages, VDE bulletin board, acknowledgement, resource allocation, and resource de-allocation.
10.4 Dynamic/static/voyage AIS information detection
.
Dynamic/static/voyage AIS information detection refers to determine whether the data transmitted by AIS units is valid. The data to be detected includes: 
10.4.1 Dynamic data
· Whether dynamic data is available;

· Whether the ship's position is reasonable (on land, switch back and forth);

· Whether the receiving base station is reasonable;

· Whether the strength of received signal in consistence with estimated strength based on dynamic data.
10.4.2 Static data

· Whether static data (MMSI, IMO number, name, etc.) is available.
· Whether static data matches the official database of ship registration information;

· Whether there are conflicts between static data.
10.4.3 Voyage related data
· Whether the voyage related data (status, destination, ETA, etc.) is updated according to the actual voyage.
Big data analysis and ship behavior analysis may be helpful to identify abnormal dynamic/static/voyage AIS information.
10.5 AIS/VDES messages authorization status detection
.
Some AIS/VDES messages, such as navigation warning, hydrometeorological messages, DGNSS broadcast binary messages, should be transmitted under the authorization of the competent authorities. To detect AIS/VDES messages authorization status, the following aspects need to be determined by analyzing received related messages:
· Whether the transmission of the specific AIS/VDES message is authorized;

· Whether the contents of specific AIS/VDES messages are authorized;

· Whether the occupied VDL resource is reasonable.
10.6 Protocol vulnerability detection
The following effective measures are recommended considering the potential attack on VDES protocols: 
· Analyzing and sharing of VDES Protocol Vulnerability Catalog;

· Monitoring attack behaviors on protocol vulnerability according to the attack characteristics;
· Monitoring and analyzing of abnormal VDES nodes.
11 Mitigation
According to the detection results, some measures could be taken to mitigate the VDL integrity anomalies. Potential mitigation solutions are described as follows.
11.1 Identifying abnormal node
For the anomalies caused by sub-standard devices, incorrect device configuration and installation, unauthorized AIS/VDES messages, etc., the abnormal node should be identified based on the information of messages. And the authority could take corresponding actions.
For the anomalies caused by DOS attack, spoofing messages, etc., the position information may not be carried in the messages, or the position information may be invalid. The tag block of messages can identify the location of receiving station to identify the approximate location of the attack source. Under certain conditions, the abnormal node can be localized by performing direction-finding on its signals. And then the authority could take corresponding actions.

11.2 Easing unauthorized signaling influence

In some cases, the shore station may transmit new appropriate signaling to eliminate the influence of abnormal signaling.
For the unauthorized Message 22 and Message 23, the authorized station can transmit the new signaling message to the corresponding area to reset to the default settings.

For the unauthorized bulletin board, the authorized station can also transmit the new bulletin board to refresh the physical layer settings within the influenced area.
11.3 Shore-based data modification function

By matching with the relevant information according to the official database, the shore-based service can take corresponding measures to mitigate the effects of the missing fields, information conflicts, and incorrect data caused by the incorrect device configuration and installation.
· Identifying the incorrect messages and fields;
· Providing users with the modificated AIS data and the original messages to mitigate these effects.
11.4 Protocol revision
Due to the complexity of VDES protocol and uncertainty of the attack mode, corresponding countermeasures should be taken.
· Taking provisional measures according to the detected attack;
· Standard revision.
11.5 Ship terminal
Besides the internal integrity monitoring function, the ship terminal should have ability to identify the obvious anomalies and filter data to mitigate the confusion to seafarers.
· BIIT: It is recommended to supplement comprehensive integrity requirements for equipment BIIT;
· Garbage filter: Filtering some obvious invalid information to avoid or tag these information outputs to PI.
· Supporting integrity services from shore side: Ship terminal could be benefit from encapsulated integrity monitoring services by shore side.
12 Implementation and enforcement

12.1 Risk analysis
Table 1 gives risk assessments of the different vulnerability sources in terms of their perceived probability of occurrence, consequences, and mitigation difficulty. This risk analysis helps to identify the threats that should be addressed by the authority, particularly those with high probability and high consequences. For those issues with high difficult mitigation, the authority should prepare some response plans in advance and take timely reaction.

Table 1 Risk analysis

	Source
	Probability
	Consequence
	Mitigation difficulty

	Unauthorized signaling
	L
	H
	M

	Sub-standard devices
	M
	L
	L

	Incorrect device configuration and installation
	M
	L
	L

	Unauthorized AIS/VDES messages
	L
	L/M/Ha
	L

	Spoofing message
	L
	M
	H

	DOS attack
	L
	H
	H

	Protocol Attack
	L
	H
	L/M/Hb

	Use of the band by services other than VDES / Radio interfere
	M
	M
	M


a: The level of the consequences is decided based on the attribution of the AIS/VDES messages.

b: Mitigation difficulty needs to be further assessed based on the specific protocol vulnerabilities and types of attack.
12.2 Service architecture
The architecture comprises two aspects, the ship terminal and the shore-based system. The shore-based VDL integrity monitoring service is an application of shore-based AIS/VDES services. VDL integrity detection is performed according to the VDL raw data from AIS/VDES base station, other data from ship database, signal analyzer, etc. Potential risks are detected in time, and corresponding mitigation measures can be taken.

In ship terminal, VDL integrity monitoring relies on BIIT, message filtering, and shore-based VDL integrity services. It reduces the impact of abnormal messages on bridge equipment.
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Figure 1 VDL Integrity Monitoring Service 
The following processes to realize the shore-based AIS/VDES integrity monitoring should be included:
· Data access
· Pre-processing
· Detection
· Mitigation
· Human Machine Interfaces (HMI) / Application programming interface (API)

12.3 Enforcement
For some scenarios, the authority should take necessary enforcement as timely reactions according to the detection and mitigation results.
· VDL integrity anomalies output from API;

· Analysis of VDL integrity abnormal issues;

· The formulation of a specific realistic program;

· The action of enforcement with modification in the process;

· The evaluation and summary.

13 Terms and abbreviations
AIS
Automatic Identification System
API
Application Programming Interface
ASM
Application Specific Messages
BAS
Basic AIS Service
BIIT
Built- In Integrity Test
CRC
Cyclic Redundancy Check
DOS
Denial of Service
IALA
International Association of Marine Aids to Navigation and Lighthouse Au​thorities
IMO
International Maritime Organization
PI
Presentation Interface
PKI
Public Key Infrastructure
PSS
Physical Shore Station
VDES
VHF Data Exchange System
VDL
VHF Data Link
VHF
Very High Frequency
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Jeffery comments: Those are AIS messages not VDL so the heading might be changed. 


Johnny comments: Add “incorrect communication state”


Yao comments: suggest to use “Radio interference” as the subtitle


For the signaling management, are there any measures for signaling harmonization of the VDE-TER, VDE-SAT, and between them?


1. Some indicators of the ship terminals can be achieved through the VDL monitoring by the shore station. Are there any cases identifying non-compliance and aging equipment?





2. How to deal with aging equipment in your countries?


Besides the detection method listed here, is there any other way to identify these incorrect information?


Has the safety related messages (Msg 12, Msg 14) and binary messages (Msg 6, Msg 8) been monitored now? How to do it?


Is there any similar AIS data service provided to improve data validity?
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