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	From:	ARM Committee
	ARM16-8.7.2

	To:	All committees
	


LIAISON NOTE
ENG input and review on draft 
cyber security recommendation and guideline
INTRODUCTION
During ARM15 and ENAV29 a joint task group on cyber security (ENAV WG1 / ARM WG2 TG1.2.6) drafted a guideline and a recommendation on cyber security in the IALA domains, based on the input from the cyber security workshop in November 2021 and various input documents in various committees over the recent years.
The ENG Committee has reviewed both documents and provided comments and suggested text in both, as captured in the Annexes below.  The ENG Committee recognises the importance of this work and is ready to support the refinement of the text as required.
Given the importance of this topic and the need to raise awareness sooner that than later, the ENG Committee suggests that the Recommendation is finalised and published as soon as possible, even if the Guideline is still under development.  
ACTION REQUESTED
The ARM Committee is requested to note the updated documents and to consider the comments and suggested amendments as appropriate. 
The ARM Committee is requested to consider the ENG Committee proposal to separate the timeline of development of these two documents and to publish the Recommendation as soon as possible. 
ANNEXES
1. DRAFT Recomendation - Cyber security within the IALA domains


1. DRAFT Guideline - Cyber security specifics in IALA domains




	1
image1.emf
ENG16 - ENG review  of cyber security Recommendation.docx


ENG16 - ENG review of cyber security Recommendation.docx




[image: ]

		[bookmark: _Hlk60299461][bookmark: _Ref446317644]IALA Recommendation









Rnnnn

Cyber security for the IALA domains













































Edition 1.0

Date (of approval by Council)



urn:mrn:iala:pub:rnnnn

IALA WORKING PAPER

IALA WORKING PAPER



IALA WORKING PAPER

IALA WORKING PAPER



[image: ]















[image: ]



[image: ]

[bookmark: _Hlk59442470][bookmark: _Hlk59282356]Revisions to this document are to be noted in the table prior to the issue of a revised document.

		Date

		Details

		Approval



		March 2022

		First draft – joint task group on cybersecurity (ARM15 TG1.2.6)

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		









[image: ]









DOCUMENT revision











IALA Recommendation Rnnnn Cyber security for the IALA domains	
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[bookmark: _Toc442255952]THE COUNCIL

RECALLING:

1. [bookmark: _Hlk59102249]The function of IALA with respect to Safety of Navigation, the efficiency of maritime transport and the protection of the environment.

1. Article 8 of the IALA Constitution regarding the authority, duties and functions of the Council.

RECOGNIZING:

1. that the maritime sector is increasingly depending on digital and (inter)connected technologies and systems.

1. that technologies applied for Maritime Services in the context of Ee-navigation Navigation and AtoN including VTS may be susceptible to accidental and deliberate disruption.

CONSIDERING the endorsement of the ARM Committee of the findings of the proposals reported by the participants of the IALA workshop on cyber security that was held from 15 to 19 November 2021 as a virtual workshop and several input documents on cyber security in various committees,

NOTING:

1. that awareness of cyber risk within the IALA domains and among the IALA members may be improved, especially for non-IT personnel.

1. that existing risk management processes often do not include cyber risks.

1. that the risk of unavailability or unreliability of systems due to cyber incidents is often not included in business continuity plans.

1. that there often is insufficient insight into used technology, especially legacy systems, within members environments and that modernising this technology is a lengthy process.

1. that there are many tools, publications, standards and best practices available to address cyber security vulnerabilities, processes and human behaviour.

1. that specific technologies are used within the IALA domains for which there are no ready-to-use standards or best practices regarding cyber security.

RECOMMENDS: 

1. to improve cyber security awareness:

10. within the member’s organisations by providing training and exercises for all personnel, including management

10. within IALA by providing practical technical examples and how such examples can be valuable for members, both in identifying their own cyber risks and in applying mitigation methods

1. that IALA members to amend develop or update their to the risk management processes and perform risk assessments where necessary, with a focus on:

11. equipment and data receptive to vulnerabilities and cyber attacks.

11. the estimation of impact, corruption or (accidental/deliberate) loss of critical systems or (corruption of) data following a cyber incident.

11. the physical safety risk from vulnerabilities in digital systems and data handling.

1. to amend business continuity plans with cyber incident scenarios and mitigation measures.s

1. that regular inventories are be performed, including a risk assessment per (type of) system or used technology used, with due consideration to the possible lengthy process of modernisation. Suggested methods are [point to annex or external document]

1. to adopt an appropriate industry standards for managing cyber risk and/or apply best practices. Suggestions for appropriate standards and best practices are IALA guideline xxxxx on cyber security specifics in IALA domains

1. to implement protective measures or processes for all AtoN services and technologies including VTS. technology specific to Maritime Services in the context of E-navigation and AtoN including VTS according to IALA guideline xxxxx on cyber security specifics in IALA domains

INVITES Members and marine aids to navigation authorities worldwide to implement the provisions of the Recommendation,

REQUESTS the xxxx ARM committee to keep the Recommendation under review and to propose amendments, as necessary.



------- all default under here ------



REVOKES [e.g., IALA Recommendation Rnnnn edition 2.1 and IALA Guideline Gnnnn edition 3.2].

1. [bookmark: _Ref361228803][bookmark: _Toc359496675]List 1 Recommendation style

List 1 Recommendation text style

List a Recommendation style

List a Recommendation text style 
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[bookmark: _Toc60315249]EXAMPLE OF ANNEX title (heaD 1) style

[bookmark: _Toc60315250]Example of heading 1 style - Introduction



This recommendation template should be used in conjunction with the IALA Style Guide. Utilising the styles provided in the Styles Gallery is key to using the document templates.  Selecting the appropriate style from the Style Gallery will apply most text (and often layout) formatting required to comply with the IALA Style Guide. 

There should be no need to apply font formatting, numbering or bullets by selecting options from the Font or Paragraph dialogue boxes for the majority of the styles except for the recommendation noting styles as described in the comment.

The styles are referenced throughout this template.  The annex title should be inserted using Annex title (Head 1) style and section titles can be inserted for up to four levels of text and should be created using the Heading 1, Heading 2 etc. styles. Ensure the correct heading styles are selected as there are similar heading styles for appendix entries.   The blue colour used in the section headings and table texts is Red Green Blue (RGB) R0, G85, B140. The main text within a document is written in the Body text style, which is Calibri and 11 font size.

Heading 1 separation line style follows the first carriage return after Heading 1 style and Heading 2 separation line style follows Heading 2 style. Body text style follows the second carriage return after the separation line (note - if the line disappears, reposition the cursor at the end of the section heading text and press carriage return).

If more than one annex is included in a recommendation it may be necessary to restart the heading numbers by selecting Multilevel list in the Paragraph menu, select Define new multilevel list and change Start at to 1. 

[bookmark: _Toc60315251]Example of Heading 2 Style – Bullets and lists



The choice of numbered or bullet point lists depends on the context and content of the text and further guidance is given in the “IALA Style Guide”.  Bullets are preferred unless it is important that the list is numbered e.g., for future reference or for a sequence.

Bullet 1 style example

Bullet 1 text style example

Bullet 2 style example

Bullet 2 text style example

Bullet 3 style example

Bullet 3 text style example

[bookmark: _Hlk57209154]Each bullet style has a corresponding bullet text style that can be used for example, if the bullet requires more than one paragraph and the subsequent text needs to be aligned.

[bookmark: _Toc60315252]Example of Heading 3 style - Lists

Three levels of list styles are provided and these styles should be used rather than the default Microsoft Word numbering lists: 

List 1 style example

List 1 text style

List a text style example

List a text style example

List i style example

List i text style example

Each list style has a corresponding list text style that can be used for example, if the list requires more than one paragraph and the subsequent text needs to be aligned.

If more than one list is used throughout the document it may be necessary to right click and select Restart at 1 for subsequent lists.

Example of Heading 4 style - Tables

Tables should be centred on the page. The table label should be created using the Table caption style and the caption should be positioned above the table. 

Table text should be Table heading style for the column or row headings and Table text style for the content. The style Table inset list can be used for bulleted content within a table. The default table layout is for left justified and vertically centred table text but this can be amended using the table Layout menu to suit the content.

[bookmark: _Toc60306224]Example of table text settings

		Table Heading

		Table Heading

		Table Heading



		Table Text

		Table Text

		Table Text



		Table Text

		Table Text

		Table Text



		Table text

		Table inset list

Table inset list

Table inset list

		Table text







If no tables are included in the annex, the respective table on the contents page should be deleted.

Example of Heading 5 style - Figures

Figures should be centred with wrapping In Line with Text and labelled by writing the figure titles using the Figure caption style below the figure as shown in Figure 1. It is important to note that figures and tables should be labelled in this manner with their respective styles to ensure that the tables in the contents section are updated correctly.  

[image: ]

[bookmark: _Toc60582308]Example Figure 1

[image: ]Alternatively, figures can be offset with Square text wrapping as shown in Figure 2 so that the text does not overlap the figure but arranges the paragraph such that it continues onto the next line in an appropriately sized paragraph. 

If no figures are included in the guideline, the respective table on the contents page should be deleted.









[bookmark: _Toc60582309]Example of Square text wrapping

[bookmark: _Toc60315253]EQUATIONS



[bookmark: _Toc60315254]Layout



If equations are included in the main body of the text, they should be explicitly referred to in the running text and centred on the page.  Equations should be numbered consecutively with a right justified number in brackets e.g. (1) on the same line as the equation.

Any explanatory terms should be indented immediately below the equation starting with the non-capitalised term “where” and each term punctuated with a semi-colon until the penultimate term which should also include a semi-colon and the non-capitalised word “and”. For example:

The modified impulse response function is expressed by Equation (1):



where

	 ;

	;

	; and

	.

[bookmark: _Toc60315255]Numbering



[bookmark: _Toc60315256]Using Microsoft Equation Editor

The preferred method for including equations in the template documents is the Microsoft Word Equation Editor found in the Insert menu. The preferred layout and number reference described above can be achieved by typing #(x) where x is the number required immediately after the equation.

[image: ]

[bookmark: _Toc58508722][bookmark: _Toc58919943][bookmark: _Toc60582310]Example of how to achieve right justified equation number

For example, typing the formula followed by #(2) (as shown in Figure 3) and then pressing return will result in the following equation centred on the page and number being displayed on the same line to the right:



Note that equations do not automatically renumber using this method. If another equation is inserted between two existing equations the number must be adjusted manually.

[bookmark: _Toc60315257]Using copy and paste and equation number style

Although the Microsoft Word Equation Editor is the preferred way of inserting equations, sometimes it is necessary to insert equations created elsewhere and copy those into the document as pictures.  In the example below, the equation is included as a picture, wrapped In Front of Text:

[image: ]“The area of a circle is shown in equation (1):

“

The picture can be copied directly into the document. To insert the corresponding number manually select Equation number paragraph style. The author may need to manually adjust the picture position to ensure it is centred and level with the number and thereby achieve consistency with the automatically generated Microsoft Word Equation Editor layout described above.

[bookmark: _Toc60315258]DEFINITIONS



The definitions of terms used in this Guideline can be found in the International Dictionary of Marine Aids to Navigation (IALA Dictionary) at http://www.iala-aism.org/wiki/dictionary and were checked as correct at the time of going to print.  Where conflict arises, the IALA Dictionary should be considered as the authoritative source of definitions used in IALA documents. 

[bookmark: _Toc60315259]Abbreviations



This section should be typed with the Abbreviations style. The acronym or initialism is typed and then tab is pressed so that the style inserts the appropriate tabs and paragraph spacings e.g.:

NGO	Non-governmental organisation

VTS	Vessel Traffic Services

The list should be typed in alphabetical order. The acronym text automatically aligns as an indented paragraph until carriage return is hit and then the next acronym can be entered.

[bookmark: _Toc60315260]References



References are sources directly referred to in the running text and should be given a sequential number, starting at 1. The reference number should be included as close to the referenced text as possible and included as a number within square brackets. 

[bookmark: _Hlk60409163]The reference should be listed in the References section in the following syntax using the Reference list style:

[Author surname,] <space> [initial.] <space> [year] <space> [title.]

For example:

“Hawking also suggests ways that quantum mechanics can be combined with the theory of special relativity [1]. This text builds on his discussion of the instability of black holes described in A Brief History of Time [2].” 

should be included in the reference list as follows: 

[bookmark: _Hlk58941431][bookmark: _Hlk58941398]Hawking, S. (2001) The Universe in a Nutshell.

[bookmark: _Hlk58941458]Hawking, S. (1988) A Brief History of Time.

The Reference list style will add a number for the reference as soon as you start typing the text and the paragraph will automatically align with the first line of text. Press return to enter a new reference in the list.

[bookmark: _Toc60315261]Further reading



[bookmark: _Hlk58941611]Any texts that are recommended to the reader without direct reference in the text should be listed within this section using the same syntax as the reference list. Sources should be listed using the Further reading style.

[bookmark: _Hlk58941649]Einstein, A. (1905) Relativity: The Special and General Theory of Relativity

Idle, E. (1984) The Galaxy Song




[bookmark: _Toc60315262]Example of Appendx TITLE (Head 1) STYLE

Example Appendix Head 2 style



Appendices should be started on a separate page and contain information that is directly relevant to the main body of the text at a certain point, but that would be too large or distracting to include at that particular point. 

There are four levels of appendix heading styles available in the Style Gallery. 

At the end of the Appendix head 2 style text press carriage return, the following paragraph is the Heading 1 separation line style, press carriage return again, and the following line will be in Body text style.

Example of Appendix Head 3



The same following formatting applies to the Appendix Head 3 style i.e., press carriage return, the following paragraph is the Heading 2 separation line style, press carriage return again, and you will be back to body text.

Example of Appendix Head 4

The Appendix Head 4 style is followed by body text and does not have a separation line. Only the level 1 Appendix Title will appear in the TOC.

Example of Appendix Head 5

[bookmark: _Hlk60402811]The Appendix Head 5 style is followed by body text and does not have a separation line.

[bookmark: _Toc60315263]CONTINUE AS NECESSARY
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[bookmark: _Toc98510490]Introduction



[bookmark: _Hlk59195931]Cyber security is a relevant topic for all uses of digital technology, not only within IALA but everywhere around us. It is cannot be considered notas an add-on functiontechnology, nor can it be handled separately from any work on digital technologiessystems; it should be incorporated in all technology, process and human behaviour.

Because of the broad spectrum of cyber security, many industry standards and best practices are available to address technical weaknessesvulnerabilities, provide guidance on , processes and raise awareness of these issues across in the IALA domains, including Maritime Services in the Context of e-Navigation and AtoN including VTS.

There are, however, specifics within these domains that are not covered by existing standards or best practices. This document aims to provide guidance by referencing existing standards, best practices and other guidance and on the IALA-specific topics that are not addressed by ready available standards and best practices.	Comment by Alan Grant: From reading this it would seem that any update to the areas below can only be completed once the available guidelines and best practise documents have been read and a GAP analysis completed – is that the intent?

Purpose of this document

[bookmark: _Toc98510491]available standards and guidance



The IALA workshop on cyber security, held virtually in November 2021, produced a list of available standards for adoption by IALA members. The workshop report elaborates on these standards and they are summarized below.

[bookmark: _Toc98510492]Generic / IT



· ISO 27001 series	Comment by Jeon Minsu JEON: Put summaries of the documents and how they are relevant to this?

· NIST Cybersecurity Framework

[bookmark: _Toc98510493]Operational technology (OT)



· IEC 62443: Cyber security for Industrial Automation and Control Systems

[bookmark: _Toc98510494]for the maritime domain



· IMO MSC-FAL.1/Circ.3: Guidelines on Maritime Cyber Risk Management

· IEC 63173: Maritime navigation and radiocommunication equipment and systems 

· Resolution MSC.428(98): MSC Maritime Cyber Risk Management in Safety Management Systems

· NISTIR 8323: Foundational PNT Profile: Applying the Cybersecurity Framework for the Responsible Use of Positioning, Navigation, and Timing (PNT) Services

· ISO 23806: Maritime Cyber safety standard

· BIMCO et al.: The Guidelines on Cyber Security Onboard Ships



[bookmark: _Toc98510495]Considerations for ATON



Request to all committee to review, comment and amend



· Physical ATON – Physical hardware – Data representing the signal – match required – transmission – fidelity – reproduction – redistribute (ECDIS etc)

· Is it a valid ATON? How to guarantee and verify that?

· Integrity of the ATON, its beheviour (light signal, placement etc)  and its data

· AIS / virtual ATON – signal integrity and authenticated



ATON Administrations must ensure the integrity of their signals, and provide mariners a way thought which to verify the authenticity of the signals.  ATON, systems used to conduct maintenance, maintain and transmit MSI related to ATON should use cyber-secure electronics.  One approach to this would be to update appropriate IALA docs to incorporate existing cyber-security standards, protocols and best practices (i.e., CIRM's, BIMCO's, IMO's.)



Legacy ATON signals (buoys and beacons) seemingly have few cyber vulnerabilities.   A physical ATON without Bluetooth/RF remote programing that requires manual programing is seemingly cyber secure.   However, ATON signals have corresponding data used to manage and maintain them as well as inform the mariner about them through hydrographic and Maritime Safety Information products.   



· Many lanterns use RF programming and can be accessed using a universal TV remote.  More modern lanterns may use Bluetooth technology providing another access point and potential satellite connectivity.   



· Aside from the physical ATON itself ATON positioning systems may be connected to networks and internet and may double as OT/IT. ATON Administration manage massive amounts of critical data related to the status and maintenance of the ATON.  



·  Administrations which provide virtual and synthetic AIS-ATON signals may do so from network/internet connected base stations.   AIS-ATON signals are under significant additional threat of spoofing.   



As discussed by Jens Ohle during IALA Cyber Security 2021 Workshop

Excerpt from Report on Cyber Security Workshop 2021: Cyber security for ATON, Jens Ohle – Sealite

The historical development of ATON monitoring began with human observation, moved to a connected but closed solution, and now expanded to a  convergence on IT and OT technology & IoT enabling satellite monitoring from anywhere in the world.   The use of these developing technologies has been fueled by ATON operator or manager’s desire for remote and reliable monitoring, reduced preventative maintenance and aid availability targets. 



The technology used for data transfer is subject to cyber threat: GSM, Bluetooth, PSTN, Wi-Fi, TCP, RF and different ways of data (and signal) corruption. Encryption is therefore needed to keep the risk of ATON operations as low as possible. Another risk to ATONs’ is accidental due to the human factor, data corruption and connectivity risk (interference). The reason for hacking were stressed being ransomware the most observed. Jens presented Iridium as the preferred technology for last mile communication and the data management platform to mitigate the risk permitting different capabilities and methodologies as part of the design considerations (encryption levels, segregation of Personally Identifiable Information (PII), authentication among others). Jens advised that good procedures could be to conduct penetration testing not only for system validation, but continuously, maintain backup and restore management and finally to start by forming a written IT cybersecurity policy for risk mitigation.	Comment by Alan Grant: It is important to note the difference between encryption and authentication – encryption hides the data from the user unless they have the key to unlock it – authentication provides it in plain sight but proves it comes from the correct provider.  I expect all Safety of life systems should employ authentication rather than encryption. 



[bookmark: _Toc98510496]Considerations for Maritime services in the context of e-navigation



Request to all committee to review, comment and amend

· Problems emerging from trust: Different Stakeholders want to share different types of data, but need to make sure the other parties transmitting/receiving data can be trusted

· No central point of trust / world-wide 	Comment by Alan Grant: Is this eased by the Maritime Connectivity platform, or something similar – noting that also needs a means of scaling nationally / internationally. 

· Authenticity of Messages

· Identity Management: Establishing PKI 

· Modelling complex trust relations: A dataset may be issued by a local authority, be forwarded to a coordinating authority, and then distributed to a mariner by a distribution service. Who needs to trust whom, how can it be modelled securely? -> verify chain of trust

· Communication Channels

· Security of communication channels (dealing with insecure channels like AIS, VDES, NAVTEX, …)

· Availability: Interrupted connection, network not available, data loss, …

· Integrity of Messages / Man-in-the-middle

· Implications for (physical) Safety

· Currently, MS focusing on more modern and commonly used (less domain specific) technologies and concepts like IP, REST, Service-oriented Architectures

· Frequent monitoring of new exploits/vulnerabilities (e.g., CVE monitoring) required. 

· Attack surface is more “public” than in proprietary services, but also comes with standardized and well-established solutions for protection.  -> Expected to see more of this in the future



[bookmark: _Toc98510497]MS-specific documents to consider:



· IALA R1019: PROVISION OF MARITIME SERVICES IN THE CONTEXT OF E-NAVIGATION IN THE DOMAIN OF IALA (recommendation)

· Covers general aspects of digitalisation: Resilience, security, identity and authentication by design

· Availability, Integrity, Confidentiality 

· IALA G1157: WEB SERVICE BASED S-100 DATA EXCHANGE (technical guideline)

· Guidance on implementing MS with S-100 data

· Recommends to use IP and TLS in combination with PKI

· Local certificate store -> offline PKI

· Sign data (+timestamp to avoid replay attacks) 

· IEC 63173-2 ED1: Maritime navigation and radio communication equipment and systems – Data interface – Part 2: Secure exchange and communication of S-100 based products (SECOM) (technical guideline)

· Standardizes Interfaces used for S-100 online data exchange.

· Provides some general guidance on how to utilize Identity Management and Service Discovery on the technical level

· IALA G1161: GUIDELINE ON THE EVALUATION OF PLATFORMS FOR THE PROVISION OF MARITIME SERVICES IN THE CONTEXT OF E-NAVIGATION (generic guideline)

· Provides a framework to evaluate technologies/platforms for MS

· Covers basic aspects of Cyber Security: Authentication, Authorization, Robustness, Efficiency, Confidentiality, Integrity, Availability, Non-repudiation

· (Technical Design Specification(s) for Maritime Services currently being drafted using SECOM)

· Maritime Connectivity Platform (MCP) as a framework for secure maritime data exchange:

· Documentation on MCP PKI

· Identity Management

· Usage of MCP-MRNs 

· MMS as a secure low-bandwidth messaging service (?)

· IMO/BIMCO Documents (not specific to MS)

· The Guidelines on Cyber Security onboard Ships - Version 4

· MSC-FAL.1/Circ.3

· Resolution MSC.428(98)



[bookmark: _Toc98510498]Potential Gaps:



· How to operate a maritime service from the provider perspective (is it use-case specific?)

· Procedures for incidents, disaster recovery, risk mitigation (could be covered by a more general guideline also applicable to VTS & AtoN (?)) 

· How to model (decentralized) trust relations and implement them securely (WIP @ MCP consortium)

· Using low-bandwidth communication channels (like VDES) is currently a general gap for MS (not only for cyber security).



[bookmark: _Toc98510499]VTS



Request to the VTS committee technical WG to provide input



[bookmark: _Toc98510500]PNT



Request to the ENG committee to provide input (coordinated by Jaime Alvarez)



ENG is working on a Guideline to support resilient PNT.  This GL discusses a number of vulnerabilities and options to achieve resilient PNT, and while it mentions cyber security it is not captured in detail.

We need to be clear on whether cyber security includes aspects such as GNSS jamming (likened to a denial of service) and Spoofing (likened to data manipulation).  

The technical advice provided in the reference documents should be considered and referenced where possible, but for PNT the following considerations are noted:



· Awareness of the potential impact is important, without considering what any data manipulation or denial may look like, it will be difficult to understand if such an event is occurring.

· Monitoring – where possible the system should have some form of monitoring capability to ensure the information provided is reliable – this is commonly known as integrity and may have performance targets depending on the system.

· PNT is used within AtoNs to support positioning and timing aspects.  Both support the use of the AtoN, although in different context.  As an example within AIS, timing information from GNSS is used to synchronise the data channel, while GNSS derived positioning information is used to measure the vessel’s proximity to other targets.  GNSS timing is also used to support synchronised lights and communications.

· PNT data can also be used in areas where it may not immediately be obvious.  During GPS jamming trials conducted by the GLAs on a buoy tender, it was discovered by accident that the main GPS receiver feeding the bridge also provided time throughout the vessel. For example, resilient PNT demonstration for ACCSEAS project could be found on https://www.youtube.com/watch?v=CNAr8eQQ_9E

· Some AtoN provide PNT information and it’s important to consider the impact of cyber security aspects for them too.  Corrupting the provision of data could have significant implications, whether that’s providing false position information or integrity data. 

· Authentication of PNT data is emerging with some GNSS constellations now developing authentication services (e.g. Galileo Open Service Navigation Message Authentication, OSNMA). The concept of authentication in the maritime sector is relatively novel and education as well as technical solutions are required.

· Overall security mitigation measures will depend on the type of AtoN and how the PNT data is used or generated.  Physical security is a key component, whether that’s preventing access to a shore site or simply preventing a seemingly innocent phone charger from being plugged into a device.  Networked devices should be planned and not added in an ad-hoc manner and air gaps should be used where relevant to prevent any hacker from gaining access to all/sensitive areas. 

· For PNT systems, it may not be possible to remove the risk of system interference, whether natural or man-made.  To mitigate such events, multiple position solutions should be employed, systems that are dissimilar in approach and failure modes as part of a system of systems approach.  This is covered further in the Resillient PNT Guideline.
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MS-specific documents to consider:

The following documents may need to be reviewed to ensure cyber security aspects are suitably considered.

· IALA Recommendation R1017 Resilient position navigation and timing (PNT)

· IALA Recommendation R0129 GNSS vulnerability and mitigation measures

· IALA Recommendation R1020 Terresterial radionavigation systems

· IALA Recommendation R1011 Performance and monitoring of eLORAN services in the frequency band 90-110 kHz

· IALA Recommendation R1011 Performance and monitoring of DGNSS services in the frequency band 283.5-325 kHz

· IALA Guideline G1112 Performance and monitoring of DGNSS services in the frequency band 283.5-325 kHz

· IALA Recommendation R0135 Future of DGNSS

· IALA Guideline G1060 Recapitalization of DGNSS

· IALA Recommendation R0150 DGNSS service provision, upgrades and future uses

· IALA Guideline G1158 VDES R-mode

· IALA Guideline GNNNN RESILIENT PNT

· 

· S-201 Aids to Navigation Information

· S-240 DGNSS Station Almanac

· S-245 eLoran ASF Data

· S-246 eLoran Station Almanac

· S-247 Differential eLoran Reference Station Almanac

Potential Gaps:

· Training of personnel on ship and shore

· Review of impact to MASS as a special consideration (also drones where used)

· Human factors implications

· Authentication of the signal

· 

· Infrastructure for monitoring / reporting / warning is being removed (IALA beacons)





------ After here only placeholders for additional content ------




[bookmark: _Toc98510501]Further reading



[bookmark: _Hlk58941611][bookmark: _Hlk59209242]Any texts that are recommended to the reader without direct reference in the text should be listed within this section using the same syntax as the reference list. Sources should be listed using the Further reading style.

[bookmark: _Hlk58941649]Einstein, A. (1905) Relativity: The Special and General Theory of Relativity

Idle, E. (1984) The Galaxy Song
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