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[bookmark: _Hlk32826703]A technical service specification for promulgating S-124 data
Summary
The annex of the document provides a draft example of a technical service with design and instance descriptions relating to Maritime Service number 5 (MSI) in the context of e-navigation.
Purpose of the document
ARM 10-9.1 GUIDANCE ON THE DEFINITION AND HARMONIZATION OF THE FORMAT AND STRUCTURE OF MARITIME SERVICES IN THE CONTEXT OF E-NAVIGATION – described the relationship between Maritime Services, technical services and data models. IMO resolution MSC.467(101) ‘guidance on the definition and harmonization of the format and structure of maritime services in the context of e-navigation’ also explains this relationship.
ARM 10-9.1 also contains a draft description of MS 5 – Maritime Safety Information Service (MSI).
This document (annex) provides a draft example of a technical service following G1128 (IALA guideline for e-navigation technical services) associated with MS5 for delivering S-124 data (Navigational warnings in S-100 format).
Thus, in the context of IALA, this technical service specification serves merely as an example. At a later stage it is the intension to submit this to the appropriate domain coordinating body – IHO.
Related documents
ARM 10-9.1
G1128
Discussion
As explained in the summary, the annex of this document contains a draft technical specification for providing navigational warnings. According the G1128, a technical service has three levels:

	A service specification (which contains the data model)
	One or more associated technical designs, implementing the service using different technologies
	For each technical design, one or more service instances describing endpoint to the actual service providers
Thus, the annex is separated into 3 parts:
	Annex 1 The service specification referencing the S-124 data model
	Annex 2 A technical design for implementing this service using Online Data Exchange (web services)
	Annex 3 A service instance for the technical design using web services
This technical service is currently being implemented by the Swedish Maritime Administration and the SMART Navigation project in Korea, for promulgating S-124 data in Swedish and Korean waters respectively.
Other technical designs for this service specification is currently underway, and will be presented at a later stage. This will comprise an example using simple file transfer and an example using the MMS (Maritime Messaging Service – a component of the Maritime Connectivity Platform: www.maritimeconnectivity.net).

Action requested of the Committee
The committee is requested to note the information.
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1 [bookmark: _Toc30495655]Introduction
[bookmark: _Hlk23765351]The bulk of work on this document, has been made as a deliverable in the workgroup supporting S-124 –correspondence group.
Navigational Warnings (NW) are part of the Maritime Safety Information (MSI) system. Currently, NW’s are promulgated in text via SafetyNET, NAVTEX, and are in some countries accessible on the WWW or as voice broadcasts via coastal radio stations.
As part of S-124 workgroup as subgroup of S-124 Correspondence group, a NW model, and promulgation thereof, is being developed and tested. This involves the specification of a S-124 (NW) service and implementation of a S-124 (NW) service instance that can be integrated with the Maritime Connectivity Platform eco system. This document is structured according to the IALA Guideline G1128: THE SPECIFICATION OF e-NAVIGATION TECHNICAL SERVICES. The design of the service interfaces was adapted from IEC draft 63173-2 ED1.
1.1 [bookmark: _Toc30495656]Purpose of the Document
The purpose of this service specification document is to provide a holistic overview of the S-124 service and its building blocks in a technology-independent way, according to the guidelines given in [1]. It describes a well-defined baseline of the service by clearly identifying the service version.
The aim is to document the key aspects of the S-124 service at the logical level:
· the operational and business context of the service
· requirements for the service (e.g., information exchange requirements)
· involved nodes: which operational components provide/consume the service
· operational activities supported by the service
· relation of the service to other services
· the service description
· service interface definitions
· service interface operations
· service payload definition
· service dynamic behaviour description
· service provision and validation aspects
1.2 [bookmark: _Toc30495657]Intended Readership
This service specification is intended to be read by service architects, system engineers and developers in charge of designing and developing an instance of the S-124 service.
Furthermore, this service specification is intended to be read by enterprise architects, service architects, information architects, system engineers and developers in pursuing architecting, design and development activities of other related services.
1.3 [bookmark: _Toc30495658]Inputs from Other Projects
[bookmark: _Hlk23765268]An approach to NW-handling and promulgation via AIS was tested during the initial EfficienSea project. The EPD (e-Navigation Prototype Display) was used to test and evaluate portrayal of NW’s on an ECDIS-like device. This was further developed in the ACCSEAS project, which also developed a combined MSI-NM model and interchange format, see [4], plus an authoring system and promulgation via the Maritime Connectivity Platform Messaging Service (please refer to www.maritimeconnectivity.net). The MSI-NM interchange format devised in the ACCSEAS project was furthermore used as input for IHO, targeting the S-124 NW specification - see [5].

2 [bookmark: _Toc30495659]Service Identification
The purpose of this chapter is to provide a unique identification of the service and describe where the service is in terms of the engineering lifecycle.

	Name
	S-124 Service Specification

	ID
	To be assigned by IHO, probably using MRN

	Version
	1.0

	Description
	The S-124 service specification describes a standardized service implementing the corresponding IHO geospatial standard for navigational warnings. S-124 Navigational Warnings are intended to be used in an overlay to ENC within a navigation system.

	Keywords
	S-124, Navigational Warnings, NW, MSI

	Architect(s)
	Per Löfbom, Malin Liljenborg, Johan Von Bültzingslöwen, Julius Möller

	Status
	Provisional



3 [bookmark: _Toc30495660]Operational Context
This section describes the context of the service from an operational perspective.
3.1 [bookmark: _Toc30495661]Present Day Operational Context
Today’s NW broadcast regime, i.e. the operational context of NW promulgation at the component level, is depicted below:
[image: ]
[bookmark: _Toc30495577]Figure 1: Present Day Operational Context
System interfaces between NW publishers, NAVAREA (or Sub-Area) coordinator and broadcast service are not standardized, and may rely on manual processes involving e-mail, telephone, voice radio transmissions, fax, telex and manual re-entering of information from one system to another, or much more advanced solutions. Provision of NW via web is not standardized. NAVTEX and SafetyNET cannot transport structured data formats for a joint NW-NM solution.

3.2 [bookmark: _Toc30495662]Envisioned Operational Context


[image: ]
[bookmark: _Toc30495578]Figure 2: Envisioned Operational Context
This Scenario depicts an envisaged future NW promulgation regime, as explored in EfficienSea 2 and furthermore in STM validation. Based on a standardized structured NW format, compatible NW systems will be able to exchange NW seamlessly. As depicted, each country may have a national NW system, used by local authorities (e.g. harbor and port authorities) as well as the national authorities and agencies (e.g. national maritime safety agencies or hydrographic offices).
Local authorities will administer and publish local NW for their area of responsibility, whereas the national authorities will cater for NW on the national level. Local authorities should have the ability to escalate NW to the national coordinator.
The NW received by ships will thus depend on the promulgation method of choice. If, say, a ship targets the website of a specific port authority; it may see the local NW published by this authority. If, however, the ship queries for NW via the Maritime Connectivity Platform, it will receive NW from national and local authorities relevant to its current position and planned routes.
The S-124 Service detailed in this specification only caters for a small part of this promulgation regime. It exposes multiple service operations for machine to machine consumptions of all currently published NW messages from the targeted authority. It may be used by any client, such as a ship, a website or an app.

3.3 [bookmark: _Ref442963650][bookmark: _Toc30495663]Functional and Non-functional Requirements
The table below lists applicable functional requirements for the S-124 service. 
[bookmark: _Ref444601713][bookmark: _Toc30495646]Table 1: Requirements Tracing
	Requirement Id
	Requirement Name
	Requirement Text
	References

	S-124R001
	Transmission of New datasets
	Dataset with a new warning. The dataset is valid till a cancellation dataset is issued.
	

	S-124R002
	Transmission of New dataset self-cancelling
	Dataset with a new warning that include a cancellation date.
	

	S-124R003
	Transmission of
New dataset with cancellation
	Dataset used to cancel previous warning. May include updated information related to the warning  that is being cancelled
	

	S-124R004
	Transmission of  New dataset with cancellation self-cancelling
	Dataset used to cancel previous warning. May include updated information related to the warning  that is being cancelled. Includes a cancellation date.
	

	S-124R005
	In force-bulletin
	Dataset used to send in force NW i.e. active.
	

	S-124R006
	Subscription of datasets
	Service consumers must be able to subscribe to new datasets and updates.
	



The table below defines additional requirements for the S-124 service.
[bookmark: _Toc30495647]Table 2: Additional Requirements Definition
	Requirement Id
	-

	Requirement Name
	-

	Requirement Text
	-

	Rationale
	-

	Author
	-




The table below defines non-functional requirements for the S-124 service.
[bookmark: _Toc30495648]Table 2: Non-functional Requirements Definition
	Requirement Id
	S-124NF001

	Requirement Name
	Authenticity

	Requirement Text
	The recipient of navigational warning data must be able to verify the authenticity of the received datasets.

	Rationale
	

	Author
	



	Requirement Id
	S-124NF002

	Requirement Name
	Integrity

	Requirement Text
	It must be clear to both service provider and consumer whether changes have been made to the navigational warning data after the dataset was created.

	Rationale
	

	Author
	



	Requirement Id
	S-124NF003

	Requirement Name
	Availability

	Requirement Text
	The service must always be available with the ability to deliver navigational warnings to its consumers.

	Rationale
	

	Author
	



	Requirement Id
	S-124NF004

	Requirement Name
	Performance – Time behaviour

	Requirement Text
	The service must provide a Response to a service consumer’s request instantly. New Navigational warnings must be broadcasted to the service consumers as soon as the service provider has knowledge of these.

	Rationale
	

	Author
	



	Requirement Id
	S-124NF005

	Requirement Name
	Modularity

	Requirement Text
	The services architecture must be constructed in such a way that individual functionality can be extended, modified or deleted, without changing the basic service architecture.

	Rationale
	

	Author
	



3.4 [bookmark: _Ref442964130][bookmark: _Toc30495664]Other Constraints
3.4.1 [bookmark: _Toc30495665]Relevant Industrial Standards
· ISO 25010 software product quality
3.4.2 [bookmark: _Ref443552704][bookmark: _Toc30495666]Operational Nodes
The following tables describe the operational nodes of the service.
[bookmark: _Toc30495649]Table 3: Operational Nodes providing the S-124 NW service
	Operational Node
	Remarks

	Navigational Warning Coordination Centre
	The Warning Coordination Centre collects all Navigational warnings from countries and other organizations and distributes them to the consumers in the specific coverage area.

	Ships
	Ships sailing in a service coverage area.

	VTS centres
	VTS centres in responsibility for the service coverage area.



3.4.3 [bookmark: _Toc30495667]Operational Activities
Optional. If an operational model exists and provides sufficient details about operational activities, then this section shall include a mapping of the service to the relevant operational activities.
[bookmark: _Toc30495650]Table 5: Operational Activities supported by the XYZ service
	Operational Activity
	Remarks

	
	



4 [bookmark: _Toc318787410][bookmark: _Toc442209557][bookmark: _Toc30495668]Service Overview
4.1 [bookmark: _Toc379791247][bookmark: _Toc442209561][bookmark: _Toc30495669]Service Interfaces
In below description the service interfaces for the S-124 service are shown.
  [image: ]
[image: ]
[bookmark: _Ref372806817][bookmark: _Toc378516900][bookmark: _Toc442209587][bookmark: _Toc30493844][bookmark: _Toc30493929][bookmark: _Toc30495579]Figure 3: S-124 service Interface Definition diagram
[bookmark: _Toc442209578][bookmark: _Toc30495651]
Table 6: Service Interface overview
	
	ServiceInterface
	ExchangePattern
	Definition

	PUSH
	Upload 
	REQUEST_CALLBACK 
	Interface for uploading (pushing) information to consumer

ConsumerInterface:
Acknowledgement 

	
	Acknowledgement 
	ONE_WAY 
	Interface for acknowledgement 

	PULL
	Get 
	REQUEST_RESPONSE 
	Interface to ask for (pulling) information from producer 

	
	Get List 
	REQUEST_RESPONSE 
	Interface to ask for (pulling) a list of information from producer 

	SUBSCRIPTION
	Subscription 
	PUBLISH_SUBSCRIBE 
	Interface to create subscription of information 

ConsumerInterface:
SubscriptionNotification
Upload 

	
	Subscription Notification 
	ONE_WAY 
	Interface for notification from subscription events 

	
	Remove Subscription
	ONE_WAY
	Interface for removal of subscription(s)

	
	Get Subscription List 
	REQUEST_RESPONSE 
	Interface to retrieve a list of active subscriptions

	HELP
	Capability 
	REQUEST_RESPONSE 
	Interface to ask for the interface capabilities 

	
	Description 
	REQUEST_RESPONSE 
	Interface to ask for a short description of the service 



5 [bookmark: _Ref447880650][bookmark: _Toc30495670]Service Data Model
This section describes the logical data structures to be exchanged between providers and consumers of the service. 
Note that the S-100 specification [4] describes in its Appendix 9-B how S-100 based data models shall be formulated in XML schema format.
Included in the service data model is a full description followed by specific extracts for;
· Navigational Warning Features and Information types
· Enumerations
· Complex Attributes
For complete and updated documentation refer to the latest S-124 Product Specification (chapter 6) which can be found on the IHO website under section IRCC/ WWNWS/ S-124NW. 

5.1 [bookmark: _Toc30495671]Service Internal Data Model (optional)
Not to be included.

6 [bookmark: _Toc30495672]Service Interface Specifications
This chapter describes the details of each service interface. One sub-chapter is provided for each Service Interface.
The Service Interface specification covers only the static design description while the dynamic design (behaviour) is described in chapter 7.
6.1 [bookmark: _Toc30495673]Upload interface
The purpose of this interface is to upload (push) one information object to a consumer. Hence, a consumer of the message format needs to implement this interface in order to receive an information object. 
6.1.1 [bookmark: _Toc30495674]Operation
[image: ]
[bookmark: _Toc30495580]Figure 4: Upload interface
This operation is used both in single uploads and uploads during subscription. The parameter <FromSubscription> indicates true/false whether upload within or outside any subscription by the consumer. 
When uploading the message, an acknowledgement can be requested which is expected to be received when the uploaded message has been delivered to end system (technical acknowledgement), and, if supported, an acknowledgement when the message has been opened (read) by the end user (operational acknowledgement). 
6.1.2 [bookmark: _Toc30495675]Operation Functionality
The operation shall be used for uploading (push) information product to a consumer. The operation expects one single information product (S-124 Dataset) in specified format as payload. 
6.1.3 [bookmark: _Toc30495676]Operation Parameters
	Parameters (in) 
	Encoding 
	Mult. 
	Description 

	<S-124:Dataset> 
	S-124:Dataset
	1
	S-124 Dataset which conforms to data product specification according to “IHO GEOSPATIAL STANDARD
FOR NAVIGATIONAL WARNINGS”

	ExchangeMetadata
	S100_DatasetDiscoveryMetadata
	1
	The exchange metadata contains information regarding protection scheme, compression, signature and claimed identity.

	FromSubscription 
	Boolean 
	0..1 
	Flag to indicate whether the payload has been uploaded within an active subscription or not. 

	AckRequest 
	Boolean 
	0..1 
	Flag to indicate that acknowledgement is expected when delivered, and an acknowledgement when message has been opened (read) by end user. 
True if acknowledgement is requested 



	ReturnType (out) 
	Encoding 
	Mult. 
	Description

	result from operation 
	see technical design 
	1 
	Reference for acknowledgement 

	
	
	
	



6.1.4 [bookmark: _Toc30495677]Dependency
ConsumerInterface
· Consumes the Acknowledgement service interface, if requested. 
ExchangePattern 
· REQUEST_CALLBACK if Acknowledgement is requested. 

6.2 [bookmark: _Toc30495678]Acknowledgement interface
Interface provided to cater for acknowledgement of received information. 
6.2.1 [bookmark: _Toc30495679]Operation
[image: ]
[bookmark: _Toc30495581]Figure 5: Acknowledgement Interface
During upload of information, an acknowledgement can be requested, when the information has been delivered to the end system by the consumer service. The acknowledgement contains reference to the information product delivered
6.2.2 [bookmark: _Toc30495680]Operation Functionality
The operation shall be used, for uploading an acknowledgement when uploaded information product is forwarded to parent application or message opened by the operator.

6.2.3 [bookmark: _Toc30495681]Operation Parameters
	Parameters (in)
	Encoding
	Mult.
	Description

	Reference 
	UUID 
	1 
	Reference to acknowledged object 

	Time 
	see technical design 
	1 
	Time when delivered or opened 

	AcknowledgementType 
	see technical design 
	1 
	Type of acknowledgement (technical delivery ACK, or operational “message opened” ACK) 


	
	ReturnType (out)
	Encoding
	Mult.
	Description

	result from operation 
	see technical design 
	1 
	


6.2.4 [bookmark: _Toc30495682]Dependency
ConsumerInterface
· No dependency.
ExchangePattern 
· ONE_WAY 


6.3 [bookmark: _Toc30495683][bookmark: BKM_A85F1E85_BE96_44C3_A9B2_85DE44523C46]Get Interface
The Get interface is used for pulling Navigation warnings from a service producer i.e. NAVAREA Coordinator. The owner of the information (producer) is responsible for authorization procedure before returning information. The consumer can filter for navigational Warnings by its reference, identifier, status, geometry and time. 
6.3.1 [bookmark: _Toc30495684]Operation
[image: ]
[bookmark: _Toc30495582]Figure 6: Get Interface
6.3.2 [bookmark: _Toc30495685]Operation Functionality
The operation can be used for retrieving Navigational warnings from producer. If no parameters are given, the return is either an empty list or all navigational warnings the consumer has been granted access to by the NAVAREA Coordinator filtered according to chosen parameters.
6.3.3 [bookmark: _Toc30495686]Operation Parameters
	[bookmark: BKM_C441C052_89A7_43B4_B711_3D1386C632B7]Parameters (in)
	Encoding
	Mult.
	Description

	Reference
	UUID
	0..1
	Reference to information object e.g. from Get List result.

	S-124DatasetIdentifier
	see technical design
	0..1
	The identifier can be provided as search criteria. A list of identifiers can be retrieved via Get List interface.
If no identifier provided, it's up to the service to decide what to return.
It's up to the service to apply relevant authorization procedure and access control to information.

	Status
	see technical design
	0..1
	Status can be provided as search criteria.
If no Status is provided, it's up to the service to decide what to return.
It's up to the service to apply relevant authorization procedure and access control to information.

	Geometry
	see technical design
	0..1
	Geometry condition for geolocated information objects

	AreaName
	see technical design
	0..1
	Name of defined area

	UN/LOCODE
	see technical design
	0..1
	Code of defined object

	TimePeriod
	see technical design
	0..1
	Time related to validity of information objects



	ReturnType (out)
	Encoding
	Mult.
	Description

	List of Information Objects
	List of < S-124:Dataset >
	0..*
	Information object(s) in return


[bookmark: BKM_74C78426_4E39_4AC0_AFE2_FA064DB17732]
6.3.4 [bookmark: _Toc30495687]Dependency
ConsumerInterface
· No dependency.
ExchangePattern 
· REQUEST_RESPONSE


6.4 [bookmark: _Toc30495688]Get List Interface
A list of accessible information is returned from this interface. The list contains reference to the identity it can be retrieved through the Get interface, a status and a short description.

6.4.1 [bookmark: _Toc30495689]Operation
[image: ]
[bookmark: _Toc30495583]Figure 7: Get List Interface
6.4.2 [bookmark: _Toc30495690]Operation Functionality
The Get List interface should be used to get a list of available Navigational Warnings. These warnings are identified by their identifier, status and description. The list can also contain ‘sub-groups’ of warnings included in warnings. 
6.4.3 [bookmark: _Toc30495691]Operation Parameters

	Parameters (in)
	Encoding
	Mult.
	Description

	Geometry
	see technical design
	0..1
	Geometry condition for geolocated information objects

	AreaName
	see technical design
	0..1
	Name of defined area

	UN/LOCODE
	see technical design
	0..1
	Code of defined object

	TimePeriod
	see technical design
	0..1
	Time related to validity of information objects


[bookmark: BKM_624050AC_6295_424D_BB90_45CAFB2781B1]
	ReturnType (out)
	Encoding
	Mult.
	Description

	For each object: 
Reference 
S124 Identifier 
Status 
Description of information object 
	see technical design
	0..*
	List of information objects available (with access), identified by identifier, status and short description



6.4.4 [bookmark: _Toc30495692]Dependency
ConsumerInterface
· No dependency.
ExchangePattern 
· REQUEST_RESPONSE

[bookmark: BKM_16DE1D91_A07A_4868_91C1_22BAE40ACA79]
6.5 [bookmark: _Toc30495693][bookmark: BKM_A74EDACE_58A3_4D2E_8C9E_350B3B4F4B9C]Subscribe Interface
The purpose of the interface is to facilitate request subscription of Navigational Warnings, filtered by specific information according to parameters, or the information decided upon by information provider.
6.5.1 [bookmark: _Toc30495694]Operation
[image: ]
[bookmark: _Toc30495584]Figure 8: Subscribe Interface
6.5.2 [bookmark: _Toc30495695]Operation Functionality
The Subscribe interface should be used to subscribe to Navigational Warnings. The specific NW-data is identified by the id parameter. The ids of Navigational Warnings can be retrieved by the Get List interface. If no id is specified, the consumer subscribes to updates on all NW-datasets, to subscribe on subgroups of warnings, their sub-group id needs to be provided.
6.5.3 [bookmark: _Toc30495696]Operation Parameters
[bookmark: BKM_72322D86_DAE9_4F65_9777_8CAE5789DEE9]
	Parameters (in)
	Encoding
	Mult.
	Description

	S124 Identifier
	see technical design
	0..1
	Information object identifier which can be retrieved from the Get List interface

	Status
	see technical design
	0..1
	Status

	Geometry
	see technical design
	0..1
	Geometry condition for geolocated information objects

	AreaName
	see technical design
	0..1
	Name of defined area

	UN/LOCODE
	see technical design
	0..1
	Code of defined object



	ReturnType (out)
	Encoding
	Mult.
	Description

	Subscription Identifier
	see technical design
	0..1
	Identifier for the created subscription, if authorized. To be used in remove subscription.
If the subscription request corresponds to more than one information object, all information objects will be part of one subscription.


[bookmark: BKM_1EA511C1_4014_4104_AE66_9C46F3B663AE] 

6.5.4 [bookmark: _Toc30495697][bookmark: BKM_3586E3D8_43BC_4339_87B1_8B8D83226F68]Dependency
ConsumerInterface
· Upload
· subscription Notification service interface
[bookmark: BKM_6CFA5F09_6E1D_4C7A_9B2A_DE663A875BE9]ExchangePattern 
· PUBLISH_SUBSCRIBE

6.6 [bookmark: _Toc30495698]Remove Subscription Interface
Subscription(s) can be removed either internally by information owner, or externally by the consumer using this interface.
6.6.1 [bookmark: _Toc30495699]Operation
[image: ]
[bookmark: _Toc30495585]Figure 9: Remove Subscription Interface 
6.6.2 [bookmark: _Toc30495700]Operation Functionality
The Remove Subscription interface should be used to request removal of Subscription(s), which were created earlier through the Subscription Interface.
6.6.3 [bookmark: _Toc30495701]Operation Parameters

	[bookmark: BKM_8100085A_EF86_4537_BD1E_25C51D55B15B]Parameters (in)
	Encoding
	Mult.
	Description

	SubscriptionIdentifier
	see technical design
	0..1
	Specific identifier of the information object to remove subscription for. If no id entity provided, all subscriptions for the caller are removed.



	ReturnType (out)
	Encoding
	Mult.
	Description

	Result from operation
	see technical design
	0..1
	Confirmation or error message


[bookmark: BKM_E0637D65_3BE0_492A_B9C9_9BA2F6E3B6CE]
 
6.6.4 [bookmark: _Toc30495702][bookmark: BKM_C0A8920D_95D4_4E66_B8C1_2392BE5FC176]Dependency
[bookmark: BKM_950C1610_9635_4FEE_8B2B_D26D626888DA]ConsumerInterface
· Subscription Notification service interface
ExchangePattern 
· ONE_WAY

6.7 [bookmark: _Toc30495703]Get Subscription List Interface
A list of active subscriptions, can be retrieved through this interface.

6.7.1 [bookmark: _Toc30495704]Operation
[image: ]
[bookmark: _Toc30495586]Figure 10: Get Subscription List Interface
6.7.2 [bookmark: _Toc30495705]Operation Functionality
This interface should be used by service consumers to retrieve a list of all information objects (identified by their id) that the requesting client is subscribing to, using the Subscription interface. 
6.7.3 [bookmark: _Toc30495706]Operation Parameters
[bookmark: BKM_6B94E37F_B136_455F_9179_EF66091A3F47]
	Parameters (in)
	Encoding
	Mult.
	Description

	-
	
	
	



	[bookmark: BKM_6B0AA97A_F5D9_403D_942B_3453AD4EF357]ReturnType (out)
	Encoding
	Mult.
	Description

	SubscriptionIdentifier
	see technical design
	0..*
	Identifier of the subscription.

	Subscription Parameters
	see technical design
	0..*
	Parameters used when creating subscription.


[bookmark: BKM_A2E23F52_175E_4FF3_887A_EDBEEB02FDCE] 
6.7.4 [bookmark: _Toc30495707]Dependency
ConsumerInterface
· No dependency.
ExchangePattern 
· REQUEST_RESPONSE

[bookmark: BKM_7480B37B_0409_4FB4_B74D_E23C3CED5723]
6.8 [bookmark: _Toc30495708]Subscription Notification Interface
The interface receives notifications when subscription is created or removed by information producer.
6.8.1 [bookmark: _Toc30495709][bookmark: BKM_71AC7AA6_AAB3_4D92_85F1_8739CE0F8B66]Operation
[image: ]
[bookmark: _Toc30495587]Figure 11: Subscription Notification Interface
6.8.2 [bookmark: _Toc30495710]Operation Functionality
The interface receives notifications when subscription is created or removed, either internally by information owner, or externally on request.
6.8.3 [bookmark: _Toc30495711]Operation Parameters
	Parameters (in)
	Encoding
	Mult.
	Description

	SubscriptionIdentifier
	see technical design
	1
	Identifier of the subscription.

	Event
	see technical design
	1
	Type of event; Create, Delete



	ReturnType (out)
	Encoding
	Mult.
	Description

	Result from operation
	see technical design
	1
	


[bookmark: BKM_8C8234B7_EF9A_4AA7_AEB5_F02F94A650FF]
6.8.4 [bookmark: _Toc30495712][bookmark: BKM_4613C662_1E5E_4924_A163_9D63900D09E6]Dependency
ConsumerInterface
· No dependency.
ExchangePattern 
· [bookmark: BKM_7C18EE0F_9A46_46AB_A80A_C54DE9D2C1F6]ONE_WAY

6.9 [bookmark: _Toc30495713]Capability Interface
The purpose of the interface is to provide a dynamic method to ask a service instance at runtime what interfaces that are accessible and what payload formats and versions that are valid.
6.9.1 [bookmark: _Toc30495714]Operation
[image: ]
[bookmark: _Toc30495588]Figure 12: Capability Interface
6.9.2 [bookmark: _Toc30495715]Operation Functionality
This interface should be used to get a List of available capabilities of this service. This can also include any kind of Service Metadata. Please refer to S-100 sections 4a-5.7 and 14-8.
6.9.3 [bookmark: _Toc30495716]Operation Parameters
	Parameters (in)
	Encoding
	Mult.
	Description

	-
	
	
	



	ReturnType (out)
	Encoding
	Mult.
	Description

	Capability
	see technical design
	1
	Description of service capabilities According to S-100 sections 4a-5.7 and 14-8. Additionally including the accepted payload format and version, and specific requirements in payload etc.   


6.9.4 [bookmark: _Toc30495717]Dependency
ConsumerInterface
· No dependency.
ExchangePattern 
· REQUEST_RESPONSE

6.10 [bookmark: _Toc30495718]Description Interface
The purpose of the interface is to provide a dynamic method to ask for operational/user description of the specific service instance.
6.10.1 [bookmark: _Toc30495719]Operation
[image: ]
[bookmark: _Toc30495589]Figure 13: Description Interface
6.10.2 [bookmark: _Toc30495720]Operation Functionality
This operation receives a request for description on the service instance.The response from the service contains how to use/consume the service instance and expected input and outcome of the service instance.

6.10.3 [bookmark: _Toc30495721]Operation Parameters
	[bookmark: BKM_DC0D07ED_1435_4919_BCCB_617A23A8B4CF]Parameters (in)
	Encoding
	Mult.
	Description

	-
	
	
	



	ReturnType (out)
	Encoding
	Mult.
	Description

	Description
	see technical design
	1
	Description of the service reported at runtime by the service instance


6.10.4 [bookmark: _Toc30495722]Dependency
ConsumerInterface
· No dependency.
ExchangePattern 
· REQUEST_RESPONSE
7 [bookmark: _Ref444681121][bookmark: _Ref444681126][bookmark: _Toc30495723]Service Dynamic Behaviour
This section describes the interactive behaviour between service interfaces and service consumers.
Before the exchange of information is initiated, the service consumer retrieves the identity of the service provider from the service infrastructure and performs authentication procedure. If not authenticated, the service request is rejected. The specific authentication procedure is out of scope of the service specification and is described in the technical designs of this service. 
7.1 [bookmark: _Toc30495724] UPLOAD Interface
Usage of upload interface is shown for use cases (perspectives) below;
· Upload message initiated from service provider to service consumer

The service producer may request acknowledgement, which is sent by the service consumer when the uploaded message was delivered successfully. The acknowledgement contains reference to the identity of the message given in the upload request.
The service provider also indicates whether the uploaded message is within a subscription, or if it is a one-time upload of data, hence no updates can be expected if not within a subscription.
[image: ]
[bookmark: _Ref518984029][bookmark: _Toc30493845][bookmark: _Toc30493930][bookmark: _Toc30495590]Figure 14: Upload message initiated by service provider with acknowledgement.

The transmission of a S-124 message can also be initiated by the service consumer using the GET command (see below). 
7.2 [bookmark: _Toc30495725]ACKNOWLEDGEMENT interface
Usage of ACKNOWLEDGEMENT interface is shown for use cases (perspectives) below;
· Acknowledging the retrieval of a message sent by either the service provider or service consumer.
The Acknowledgement interface has several specific use cases and could for example be used for confirming the retrieval of uploaded data using the UPLOAD interface.
7.3 [bookmark: _Toc30495726]GET interface
Usage of GET interface is shown for use cases (perspectives) below;
· Used for requesting a specific information object from the service provider. Initiated by the service consumer.
The GET interface can be used by the service consumer to request information objects (typically S-124 Information) from the service provider. For this action, the identifier of the information object is required. This identifier can for example be retrieved from the GET LIST interface (see below).
[image: ]
[bookmark: _Toc30495591]Figure 15: Get Interface sequence diagram

7.4 [bookmark: _Toc30495727]GET LIST interface
Usage of GET LIST interface is shown for use cases (perspectives) below;
· Retrieves a list of accessible information objects. Initiated by the service consumer.
The service consumer asks for a list of S-124 information objects that are accessible by the external service. If no information is accessible, an empty list will be returned.
The external service can use the given identifier in the GET interface to retrieve the complete information object or use the given identity to request subscription of the information object.
Figure 4 shows a typical usage of the GET LIST interface. The service consumer requests the list of accessible information objects via the interface and directly receives a response from the service provider. Then, the service consumer selects an id from the list and requests detailed information (e.g. a complete S124 dataset) with the GET interface. This information is then sent to the client as direct response of the GET request.
[image: ]
[bookmark: _Ref23757380][bookmark: _Toc30493846][bookmark: _Toc30493931][bookmark: _Toc30495592]Figure 16 Get List Interface Diagram
7.5 [bookmark: _Toc30495728]SUBSCRIPTION interfaces
Usage of SUBSCRIPTION interfaces is shown for use cases (perspectives) below;
· The service consumer subscribes to an S-124 information object provided by the service provider, i.e. requests a subscription.
· The consumer is notified about changes in subscriptions.
· The consumer removes a subscription of an S-124 information object
· The consumer retrieves a list of all active subscriptions.
The service consumer asks for a subscription of a specific information object. Whenever an update of this object is available to the service provider, the UPLOAD interface is used to deliver this object to the service consumer. A subscription can also be removed with the REMOVE SUBSCRIPTION interface. In this case, updates are no longer delivered to the client. Directly after a SUBSCRIPTION is created or deleted a notification will be sent to the service consumer for confirmation. A list of currently subscribed information objects can be retrieved via the GET SUBSCRIPTION LIST interface.
Figure 6 illustrates the typical behaviour of subscriptions. First, a subscription is created by the service consumer with the SUBSCRIBE interface, this is confirmed by the SUBSCRIPTION CREATED NOTIFICATION. Then, whenever an update for the subscribed id is available to the service provider, the UPLOAD interface is used to push this information to the consumer. The subscription can be ended by the REMOVE SUBSCRIPTION interface and is confirmed by the SUBSCRIPTION REMOVED NOTIFICATION.
[image: ]
[bookmark: _Ref23755210][bookmark: _Toc30493847][bookmark: _Toc30493932][bookmark: _Toc30495593]Figure 17 Subscription Requested by external service
7.6 [bookmark: _Toc30495729]CAPABILITY interface
Usage of CAPABILITY interface is shown for use cases (perspectives) below;
· The service consumer retrieves all capabilities of the services provider related to S-124 information exchange.
7.7 [bookmark: _Toc30495730]DESCRIPTION interface
Usage of DESCRIPTION interface is shown for use cases (perspectives) below;
· The service consumer retrieves the operational/ user description of the specific service instance. This involves information about the services ability to exchange NW information objects and semantic conditions.
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9 [bookmark: _Toc30495732][bookmark: _Ref448477071]Acronyms and Terminology
9.1 [bookmark: _Toc30495733]Acronyms
	Term
	Definition

	API
	Application Programming Interface

	MC
	Maritime Cloud

	MEP
	Message Exchange Pattern

	MRN
	Maritime Resource Name

	NAF
	NATO Architectural Framework

	REST
	Representational State Transfer

	SOA
	Service Oriented Architecture

	SOAP
	Simple Object Access Protocol

	SSD
	Service Specification Document

	UML
	Unified Modelling Language

	URL
	Uniform Resource Locator

	VTS
	Vessel Traffic Service

	WSDL
	Web Service Definition Language

	XML
	Extendible Mark-up Language

	XSD
	XML Schema Definition



9.2 [bookmark: _Ref445650880][bookmark: _Toc30495734]Terminology
	Term
	Definition

	External Data Model
	Describes the semantics of the “maritime world” (or a significant part thereof) by defining data structures and their relations. This could be at logical level (e.g., in UML) or at physical level (e.g., in XSD schema definitions), as for example standard data models, or S-100 based data produce specifications.

	Message Exchange Pattern
	Describes the principles how two different parts of a message passing system (in our case: the service provider and the service consumer) interact and communicate with each other. Examples:
In the Request/Response MEP, the service consumer sends a request to the service provider in order to obtain certain information; the service provider provides the requested information in a dedicated response. 
In the Publish/Subscribe MEP, the service consumer establishes a subscription with the service provider in order to obtain certain information; the service provider publishes information (either in regular intervals or upon change) to all subscribed service consumers. 

	Operational Activity
	An activity performed by an operational node. Examples of operational activities in the maritime context are: Route Planning, Route Optimization, Logistics, Safety, Weather Forecast Provision, …

	Operational Model
	A structure of operational nodes and associated operational activities and their inter-relations in a process model.

	Operational Node
	A logical entity that performs activities. Note: nodes are specified independently of any physical realisation.
Examples of operational nodes in the maritime context are: Maritime Control Center, Maritime Authority, Ship, Port, Weather Information Provider, …

	Service
	The provision of something (a non-physical object), by one, for the use of one or more others, regulated by formal definitions and mutual agreements. Services involve interactions between providers and consumers, which may be performed in a digital form (data exchanges) or through voice communication or written processes and procedures. 

	Service Consumer
	A service consumer uses service instances provided by service providers. All users within the maritime domain can be service customers, e.g., ships and their crew, authorities, VTS stations, organizations (e.g., meteorological), commercial service providers, etc.

	Service Data Model
	Formal description of one dedicated service at logical level. The service data model is part of the service specification. Is typically defined in UML and/or XSD. If an external data model exists (e.g., a standard data model), then the service data model shall refer to it: each data item of the service data model shall be mapped to a data item defined in the external data model.

	Service Design Description
	Documents the details of a service technical design (most likely documented by the service implementer). The service design description includes (but is not limited to) a service physical data model and describes the used technology, transport mechanism, quality of service, etc.

	Service Implementation
	The provider side implementation of a dedicated service technical design (i.e., implementation of a dedicated service in a dedicated technology).

	Service Implementer
	Implementers of services from the service provider side and/or the service consumer side. Anybody can be a service implementer but mainly this will be commercial companies implementing solutions for shore and ship.

	Service Instance
	One service implementation may be deployed at several places by same or different service providers; each such deployment represents a different service instance, being accessible via different URLs.

	Service Instance Description
	Documents the details of a service implementation (most likely documented by the service implementer) and deployment (most likely documented by the service provider). The service instance description includes (but is not limited to) service technical design reference, service provider reference, service access information, service coverage information, etc.

	Service Interface
	The communication mechanism of the service, i.e., interaction mechanism between service provider and service consumer. A service interface is characterised by a message exchange pattern and consists of service operations that are either allocated to the provider or the consumer of the service.

	Service Operation
	Functions or procedure which enables programmatic communication with a service via a service interface.

	Service Physical Data Model
	Describes the realisation of a dedicated service data model in a dedicated technology. This includes a detailed description of the data S-124 to be exchanged using the chosen technology. The actual format of the service physical data model depends on the chosen technology. Examples may be WSDL and XSD files (e.g., for SOAP services) or swagger (Open API) specifications (e.g., for REST services). If an external data model exists (e.g., a standard data model), then the service physical data model shall refer to it: each data item of the service physical data model shall be mapped to a data item defined in the external data model.
In order to prove correct implementation of the service specification, there shall exist a mapping between the service physical data model and the service data model. This means, each data item used in the service physical data model shall be mapped to a corresponding data item of the service data model. (In case of existing mappings to a common external (standard) data model from both the service data model and the service physical data model, such a mapping is implicitly given.)

	Service Provider
	A service provider provides instances of services according to a service specification and service instance description. All users within the maritime domain can be service providers, e.g., authorities, VTS stations, organizations (e.g., meteorological), commercial service providers, etc.

	Service Specification
	Describes one dedicated service at logical level. The Service Specification is technology-agnostic. The Service Specification includes (but is not limited to) a description of the Service Interfaces and Service Operations with their data S-124. The data S-124 description may be formally defined by a Service Data Model.

	Service Specification Producer
	Producers of service specifications in accordance with the service documentation guidelines.

	Service Technical Design
	The technical design of a dedicated service in a dedicated technology. One service specification may result in several technical service designs, realising the service with different or same technologies.

	Service Technology Catalogue
	List and specifications of allowed technologies for service implementations. Currently, SOAP and REST are envisaged to be allowed service technologies. The service technology catalogue shall describe in detail the allowed service profiles, e.g., by listing communication standards, security standards, stacks, bindings, etc.

	Spatial Exclusiveness
	A service specification is characterised as “spatially exclusive”, if in any geographical region just one service instance of that specification is allowed to be registered per technology.
The decision, which service instance (out of a number of available spatially exclusive services) shall be registered for a certain geographical region, is a governance issue.





Service Design Description for technical service for promulgating S-124 data using Web service
1 INTRODUCTION

The bulk of work on this document, has been made as a deliverable in the workgroup supporting S-124 –correspondence group.
Navigational Warnings (NW) are part of the Maritime Safety Information (MSI) system. Currently, NW’s are promulgated in text via SafetyNET, NAVTEX, and are in some countries accessible on the WWW or as voice broadcasts via coastal radio stations.
[bookmark: _Hlk23775824]As part of S-124 workgroup as subgroup of S-124 Correspondence group, a NW model, and promulgation thereof, is being developed and tested. This involves the specification of a S-124 (NW) service and implementation of a S-124 (NW) service instance that can be integrated with the Maritime Connectivity Platform eco system. This document is structured according to the IALA Guideline G1128: THE SPECIFICATION OF e-NAVIGATION TECHNICAL SERVICES. 
This document describes the usage of the S-100 online data exchange model (web services) for the exchange of S-124 information objects. This approach utilizes the commonly used REST technology to define its interfaces with a (session-based) communication model and fine granular communication patterns to ensure efficient and secure communication.
1.1 Purpose of the Document

The purpose of this service design description document is to provide a detailed description of the S-124 Navigational Warnings (NW) service (see [2], realized by using the S-100 online data exchange and  IEC 63173-2, according to the guidelines given in [1]). It describes a well-defined baseline of the service design by clearly identifying the service design version.
The aim is to document the key aspects of the S-124 NW service technical design.  This includes:
· identification and summary of the service design:
· reference to the service specification;
· identification of the service design;
· identification and summary of chosen technology.
· detailed description about the realization of each service interface and service operation:
· mapping of interfaces to the chosen technology;
· mapping of operations to the chosen technology;
· mapping of the message exchange patterns to the chosen technology.
· detailed description of the physical data model:
· mapping to the service data model of the service specification.
1.2 Intended Readership

This service design description document is intended to be read by service architects, designers, system engineers and developers in charge of designing and developing an instance of the S-124 NW service.
Furthermore, this service design description is intended to be read by service architects, information architects, system engineers and developers in pursuing architecting, design and development activities of other related services.
1.3 Inputs from Other Sources

An approach to NW-handling and promulgation via AIS was tested during the initial EfficienSea project. The EPD (e-Navigation Prototype Display) was used to test and evaluate portrayal of NW’s on an ECDIS-like device. This was further developed in the ACCSEAS project, which also developed a combined MSI-NM model and interchange format, see [4], plus an authoring system and promulgation via the Maritime Connectivity Platform Messaging Service (please refer to www.maritimeconnectivity.net). The MSI-NM interchange format devised in the ACCSEAS project was furthermore used as input for IHO, targeting the S-124 NW specification - see [5].
2 Service Design Identification

[bookmark: _Toc523470234]Service Design Identification
	Name
	S-124 Navigational Warnings File Exchange Service

	ID
	To be assigned by IHO (probably formatted as MRN)

	Version
	0.0.1

	Technology
	(Session based) S-100 online data exchange with REST

	Service Specification ID
	To be assigned by IHO (probably formatted as MRN)

	Service Specification Version
	1.0

	Description
	Technical Design for the exchange of S-124 Datasets via web services.

	Keywords
	S-124, Navigational Warnings, REST, web service

	Architect(s)
	Julius Möller

	Status
	provisional



3 TECHNOLOGY INTRODUCTION

For a description of the REST technology in context of S-100 please refer to the S-100 Standard, section 14-7.2 [4].
The following description of the S-100 Online Data Exchange model was taken from [3]:
“When it comes to continuous data exchange nowadays, Webservices with publicly available APIs are often utilized for interchanging information. Webservice Technologies like REST or SOAP allow a fine-grained and efficient exchange of information. For this reason, Part 14 of the S-100 defines the usage of online services for the exchange of S-100 sets of data. Services themselves shall be modelled in a S-100 conform way (…): The central class of the Service Data Model is the S100_ServiceMetaData which is composed of the Service Data Model including the S-100 Feature catalogue and the Service Interface which can be used to communicate with the Service.”
Figure 1 shows the S-100 Online Data Exchange model.
[image: ]
[bookmark: _Ref23834844]Figure 1: S-100 Online Data Exchange Model [4]
4 [bookmark: _Ref479337130]SERVICE DESIGN OVERVIEW

This section provides an overview of the main elements of the service design and a mapping of the design elements to the service specification elements.  
4.1 Service Interfaces

The following Figure gives an overview of the service design. Note that a SESSION interface was added to the interfaces from the service specification. This is due to the nature of web services, where sessions open possibilities for more efficient communication. Also, the GET interface was extended to also deliver the current status of datasets with known identifiers. The subscription related interfaces were mapped to a single SUBSCRIBE interface. All other interfaces directly correspond to their definitions in the service specification.
[image: ]
Figure 2: Overview of the S-124 web service

5 [bookmark: _Ref479328985]PHYSICAL DATA MODEL

This section describes in detail the data structures to be exchanged between providers and consumers of the service.
For complete and updated documentation refer to the latest S-124 Product Specification (chapter 6) which can be found on the IHO website under section IRCC/ WWNWS/ S-124NW.
Note that the S-100 specification [4] describes in its Appendix 9-B how S-100 based data models shall be formulated in XML schema format.
Included in the service data model is a full description followed by specific extracts for;
•	Navigational Warning Features and Information types
•	Enumerations
•	Complex Attributes
An XML schema for this data model is included in the formal service design xml file attached in APPENDIX 1.

5.1 Service Internal Data Model (optional)

Not to be included.
6 SERVICE INTERFACE DESIGN
This section describes the details of each service interface. One sub-section is provided for each Service Interface.
The Service Interface design covers the static design description while the dynamic design (behaviour) is described in section 7.
The operations defined in this section directly refer to their counterpart in the service specification and use the same operation principles, parameters and return values, unless otherwise stated. The encoding of all data model instances must be GML as defined in S-100. 
6.1 General Interaction with REST Service Interfaces

The Service Design specified in this document uses the REST technology. It is strongly recommended that service providers use the secure Hypertext Transfer Protocol (HTTPS) for access to their service interfaces. The protocol, host, port and the root path under which the service is available is referred to as base URL. Specific service interfaces and information can be retrieved by adding a sub-path to the base URL. The sub-path is specified for all interfaces provided by the service provider. 
Example:
	base URL: https://nw-example.tld:8129/
	sub-path: warnings/
Sending a HTTP POST (see section 6.4) Request to https://nw-example.tld:8129/warnings/ with the correct parameters would return a navigational warning dataset.
The transmitted information from this service can be separated into the actual Navigational Warning Information and service-related Meta-Information. The whole communication must be encoded with GML. The Service Meta-Information should always be transmitted as properties of the S100_Service_Message (see Figure 3). If an actual GML-encoded S-124 Dataset is transmitted within a service message, it must be referenced as the ‘composedOf’ property of the S100_Service_Message. 
[image: ]
[bookmark: _Ref29202186]Figure 3: S100_Service_Message as a container of properties and actual dataset
Table 1 defines an enumeration for the types of Service Properties. A service message can have multiple service properties which are parameters, if the message is sent by the service consumer or return values, if the message is sent by the service provider. Table 1 defines an enumeration for the possible types of service properties. A Service message can also contain dataset descriptions in the context of the GET LIST interface (see section 6.5).

	Type
	Ordinal

	Int
	0

	String
	1

	Boolean
	2

	Enumeration
	3

	GM_Primitive
	4

	UN/LOCODE
	5


[bookmark: _Ref29283115]Table 1: Enumeration for Service Message Types

The communication between service consumer and service provider should be encrypted with TLS. The Maritime Connectivity Platform (MCP) can be used to support Key and Identity Management for Service Providers and for signing exchanged messages. Clients of the service should always check the validity of the server’s certificate. 

6.2 [bookmark: _Ref29283677]Upload interface
The purpose of this interface is to upload (push) one information object to a consumer. Hence, a consumer of the message format needs to implement this interface in order to receive an information object. The upload interface is not directly implemented for the S-124 web service. This is due to the nature of http-based web services which would require an open TCP port at the client side. As the UPLOAD interface is used by the SUBSCRIPTION Interface, the UPLOAD Interfaces functionality can be either realized by client polling or long-polling with the client ‘downstream’ interface specified in this section.

Name: Client Downstream Interface (Polling / Long-Polling interface) 
Sub-path: downstream/
HTTP-Method: GET
Cookies: Session-Cookies
Content-Type: text/xml

Operation uploadData / downstream
This Operation returns a S-124 Dataset to the Consumer of the service, triggered by Subscriptions. The parameters FromSubscription and AckRequest must be encoded as properties of the S100_Service_Message. ExchangeMetadata is encoded according to S-100 GML with the datatype S100_DatasetDiscoveryMetadata. 
Example:
	<?xml version="1.0" encoding="UTF-8"?>
<S100_Service_Message xmlns:gml="http://www.opengis.net/gml/3.2"
 xmlns:S100="http://www.iho.int/s100gml/1.0"
 xmlns:S100EXT="http://www.iho.int/s100gml/1.0+EXT"
 xmlns:s100_profile="http://www.iho.int/S-100/profile/s100_gmlProfile"
 xmlns:xlink="http://www.w3.org/1999/xlink">
  <messageID>32829fe929de2</messageID>
  <properties>
     <Service_Property>
           <type>2</type>
           <key>FromSubscription</key>
           <value>true</value>
     </Service_Property>
     <Service_Property>
           <type>2</type>
           <key>AckRequest</key>
           <value>false</value>
     </Service_Property>
  </properties>
 <ExchangeMetadata>
   <description>NW dataset, 23.01.2020 Eastern Baltic …</description>
   <dataProtection>true</dataProtection>
   <classification>1</classification>
    …
 </ExchangeMetadata>
 <operationName>uploadData</operationName>
  <issueDate>2019-05-04</issueDate>
  <issueTime>18:13:52.0</issueTime>
  <digitalSignatureValue>
302C021433796C6647CC1C55A67DC72FA7C6E157A6594B2B02145D3768B44F3A6ABA11A77178B738AD3B6A0DE344
  </digitalSignatureValue>
  <digitalSignatureReference>ecdsa</digitalSignatureReference>
  <composedOf>
  <S124:DataSet 
   xmlns:S124="http://www.iho.int/S124/gml/cs0/0.1"
   xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
   xsi:schemaLocation="http://www.iho.int/S124/gml/cs0/0.1 .../S124.xsd" gml:id="ds">
   …
  </S124:DataSet>
  </composedOf>
</ S100_Service_Message>



Operation uploadSubscriptionCreatedNotification
This Operation notifies a consumer of the service, whenever a Subscription is created. The parameters SubscriptionIdentifier and Event must be encoded as properties of the S100_Service_Message. This is an adaption of the SUBSCRIPTION CREATED NOTIFICATION INTERFACE as uploading information to the consumer is realized with the Client Downstream HTTP-Interface (see above). 
Example:
	<?xml version="1.0" encoding="UTF-8"?>
<S100_Service_Message xmlns:gml="http://www.opengis.net/gml/3.2"
 xmlns:S100="http://www.iho.int/s100gml/1.0"
 xmlns:S100EXT="http://www.iho.int/s100gml/1.0+EXT"
 xmlns:s100_profile="http://www.iho.int/S-100/profile/s100_gmlProfile"
 xmlns:xlink="http://www.w3.org/1999/xlink">
  <messageID>3223567929de2</messageID>
  <properties>
     <Service_Property>
           <type>1</type>
           <key>SubscriptionIdentifier</key>
           <value>7328e82b82a2</value>
     </Service_Property>
     <Service_Property>
           <type>3</type>
           <key>Event</key>
           <value>1</value>
     </Service_Property>
  </properties>
  <operationName>uploadSubscriptionCreatedNotification</operationName>
  <issueDate>2019-05-04</issueDate>
  <issueTime>18:13:52.0</issueTime>
  <digitalSignatureValue>
302C021433796C6647CC1C55A67DC72FA7C6E157A6594B2B02145D3768B44F3A6ABA11A77178B738AD3B6A0DE344
  </digitalSignatureValue>
  <digitalSignatureReference>ecdsa</digitalSignatureReference>
</ S100_Service_Message>



Operation uploadSubscriptionRemovedNotification
[bookmark: _Hlk29210287]This Operation notifies a consumer of the service, whenever a Subscription is removed. The parameters SubscriptionIdentifier and Event must be encoded as properties of the S100_Service_Message. This is an adaption of the SUBSCRIPTION REMOVED NOTIFICATION INTERFACE as uploading information to the consumer is realized with the Client Downstream HTTP-Interface (see above). 
Example:
	<?xml version="1.0" encoding="UTF-8"?>
<S100_Service_Message xmlns:gml="http://www.opengis.net/gml/3.2"
 xmlns:S100="http://www.iho.int/s100gml/1.0"
 xmlns:S100EXT="http://www.iho.int/s100gml/1.0+EXT"
 xmlns:s100_profile="http://www.iho.int/S-100/profile/s100_gmlProfile"
 xmlns:xlink="http://www.w3.org/1999/xlink">
  <messageID>de3ad27fe929de2</messageID>
  <properties>
     <Service_Property>
           <type>1</type>
           <key>SubscriptionIdentifier</key>
           <value>7328e82b82a2</value>
     </Service_Property>
     <Service_Property>
           <type>3</type>
           <key>Event</key>
           <value>1</value>
     </Service_Property>
  </properties>
  <operationName>uploadSubscriptionRemovedNotification</operationName>
  <issueDate>2019-05-04</issueDate>
  <issueTime>18:13:52.0</issueTime>
  <digitalSignatureValue>
302C021433796C6647CC1C55A67DC72FA7C6E157A6594B2B02145D3768B44F3A6ABA11A77178B738AD3B6A0DE344
  </digitalSignatureValue>
  <digitalSignatureReference>ecdsa</digitalSignatureReference>
</ S100_Service_Message>




6.3 Acknowledgement interface
This interface is provided to cater for acknowledgement of received information. As this procedure is required to ensure message delivery on both sides (service consumer and service provider), there is Consumer Message Acknowledgement and Provider Message Acknowledgement.

Name: Acknowledgement Interface (Polling / Long-Polling interface) 
Sub-path: cack/ (Consumer Message Acknowledgement) or pack/ (Provider Message Acknowledgement)
HTTP-Method: GET (for cack/ ) or POST (for pack/)
Cookies: Session-Cookies
Content-Type: text/xml
Consumer Message Acknowledgement is realized as polling or long-polling (see UPLOAD interface). Provider Message Acknowledgement is realized as a single POST request.
Operation sendACK (Consumer Message Acknowledgement)
The operation shall be used for uploading an acknowledgement to the consumer when the service provider acknowledges a message that he received from the consumer. The parameters Reference, Time and AcknowledgementType must be encoded as properties of the S100_Service_Message. The Reference parameter is the messageID of the message to be acknowledged. The Time is encoded according to ISO 8601. Requirements for which messages need to be acknowledged should be defined in the instance description.

Example:
	<?xml version="1.0" encoding="UTF-8"?>
<S100_Service_Message xmlns:gml="http://www.opengis.net/gml/3.2"
 xmlns:S100="http://www.iho.int/s100gml/1.0"
 xmlns:S100EXT="http://www.iho.int/s100gml/1.0+EXT"
 xmlns:s100_profile="http://www.iho.int/S-100/profile/s100_gmlProfile"
 xmlns:xlink="http://www.w3.org/1999/xlink">
  <messageID>a23ad27fe929de2</messageID>
  <properties>
      <Service_Property>
           <type>0</type>
           <key>AcknowledgementType</key>
           <value>0</value>
     </Service_Property>
     <Service_Property>
           <type>1</type>
           <key>Reference</key>
           <value> de3ad27fe929de2</value>
     </Service_Property>
     <Service_Property>
           <type>1</type>
           <key>Time</key>
           <value>2020-01-06T13:42:45+01:00</value>
     </Service_Property>
  </properties>
  <operationName>sendACK</operationName>
  <issueDate>2019-05-04</issueDate>
  <issueTime>18:13:52.0</issueTime>
  <digitalSignatureValue>
302C021433796C6647CC1C55A67DC72FA7C6E157A6594B2B02145D3768B44F3A6ABA11A77178B738AD3B6A0DE344
  </digitalSignatureValue>
  <digitalSignatureReference>ecdsa</digitalSignatureReference>
</ S100_Service_Message>



Operation sendACK (Provider Message Acknowledgement)
The operation shall be used for uploading an acknowledgement to the provider when the service consumer acknowledges a message that he received from the provider. The parameters Reference, Time and AcknowledgementType must be encoded as properties of the S100_Service_Message. The Reference parameter is the messageID of the message to be acknowledged. The Time is encoded according to ISO 8601. AcknowledgementType must always be 0. 

Example POST Request:
	<?xml version="1.0" encoding="UTF-8"?>
<S100_Service_Message xmlns:gml="http://www.opengis.net/gml/3.2"
 xmlns:S100="http://www.iho.int/s100gml/1.0"
 xmlns:S100EXT="http://www.iho.int/s100gml/1.0+EXT"
 xmlns:s100_profile="http://www.iho.int/S-100/profile/s100_gmlProfile"
 xmlns:xlink="http://www.w3.org/1999/xlink">
  <messageID>111ad27fe929de2</messageID>
  <properties>
      <Service_Property>
           <type>0</type>
           <key>AcknowledgementType</key>
           <value>0</value>
     </Service_Property>
     <Service_Property>
           <type>1</type>
           <key>Reference</key>
           <value> de3ad27fe929de2</value>
     </Service_Property>
     <Service_Property>
           <type>1</type>
           <key>Time</key>
           <value>2020-01-06T13:42:45+01:00</value>
     </Service_Property>
  </properties>
  <operationName>sendACK</operationName>
  <issueDate>2019-05-04</issueDate>
  <issueTime>18:13:52.0</issueTime>
  <digitalSignatureValue>
302C021433796C6647CC1C55A67DC72FA7C6E157A6594B2B02145D3768B44F3A6ABA11A77178B738AD3B6A0DE344
  </digitalSignatureValue>
  <digitalSignatureReference>ecdsa</digitalSignatureReference>
</ S100_Service_Message>



6.4 [bookmark: _Ref29283041]Get Interface
The Get interface is used for pulling Navigation warnings from a service provider i.e. NAVAREA Coordinator. The consumer can filter for navigational Warnings by its reference, identifier, status, geometry and time. 

Name: Get Interface 
Sub-path: warning/
HTTP-Method: POST
Cookies: Session-Cookies (optional)
Content-Type: text/xml

Operation getS124Information
The operation shall be used for retrieving Navigational warnings from producer. If no parameters are given, the return is either an empty list or all navigational warnings the consumer has been given access to by the NAVAREA Coordinator filtered according to chosen parameters. The optional parameters Status, AreaName, UN/LOCODE, TimePeriod and Geometry must be encoded as properties of the S100_Service_Message, if they are used as search criteria. If a specific S124-Dataset is requested, the S124DatasetIdentifier of this dataset must be encoded as properties of the S100_Service_Message.

Example POST Request Content with filtered search parameters:
	<?xml version="1.0" encoding="UTF-8"?>
<S100_Service_Message xmlns:gml="http://www.opengis.net/gml/3.2"
 xmlns:S100="http://www.iho.int/s100gml/1.0"
 xmlns:S100EXT="http://www.iho.int/s100gml/1.0+EXT"
 xmlns:s100_profile="http://www.iho.int/S-100/profile/s100_gmlProfile"
 xmlns:xlink="http://www.w3.org/1999/xlink">
  <messageID>234ad27fe929de2</messageID>
  <properties>
      <Service_Property>
           <type>0</type>
           <key>Status</key>
           <value>0</value>
     </Service_Property>
      <Service_Property>
           <type>5</type>
           <key>UNLOCODE</key>
           <value>DE</value>
     </Service_Property>

     <Service_Property>
           <type>4</type>
           <key>Geometry</key>
           <value>TBD</value>
     </Service_Property>     
  </properties>
  <operationName>getS124Information</operationName>
  <issueDate>2019-05-04</issueDate>
  <issueTime>18:13:52.0</issueTime>
  <digitalSignatureValue>
302C021433796C6647CC1C55A67DC72FA7C6E157A6594B2B02145D3768B44F3A6ABA11A77178B738AD3B6A0DE344
  </digitalSignatureValue>
  <digitalSignatureReference>ecdsa</digitalSignatureReference>
</ S100_Service_Message>



Example Service Response:
	<?xml version="1.0" encoding="UTF-8"?>
<S100_Service_Message xmlns:gml="http://www.opengis.net/gml/3.2"
 xmlns:S100="http://www.iho.int/s100gml/1.0"
 xmlns:S100EXT="http://www.iho.int/s100gml/1.0+EXT"
 xmlns:s100_profile="http://www.iho.int/S-100/profile/s100_gmlProfile"
 xmlns:xlink="http://www.w3.org/1999/xlink">
  <messageID>234ad27fe929de2</messageID>
  <properties>
      <Service_Property>
           <type>0</type>
           <key>Status</key>
           <value>0</value>
     </Service_Property>
     <Service_Property>
           <type>4</type>
           <key>Geometry</key>
           <value>TBD</value>
     </Service_Property>     
  </properties>
  <operationName>getS124Information</operationName>
  <issueDate>2019-05-04</issueDate>
  <issueTime>18:13:52.0</issueTime>
  <digitalSignatureValue>
302C021433796C6647CC1C55A67DC72FA7C6E157A6594B2B02145D3768B44F3A6ABA11A77178B738AD3B6A0DE344
  </digitalSignatureValue>
  <digitalSignatureReference>ecdsa</digitalSignatureReference>
  <composedOf>
    <S124:DataSet 
       xmlns:S124="http://www.iho.int/S124/gml/cs0/0.1"
       xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
       xsi:schemaLocation="http://www.iho.int/S124/gml/cs0/0.1 .../S124.xsd" gml:id="ds">
        …
    </S124:DataSet>
     …
    <S124:DataSet 
       xmlns:S124="http://www.iho.int/S124/gml/cs0/0.1"
       xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
       xsi:schemaLocation="http://www.iho.int/S124/gml/cs0/0.1 .../S124.xsd" gml:id="ds">
        …
     </S124:DataSet>
  </composedOf>

</ S100_Service_Message>



Example POST Request with specified id: 
	Content:
	<?xml version="1.0" encoding="UTF-8"?>
<S100_Service_Message xmlns:gml="http://www.opengis.net/gml/3.2"
 xmlns:S100="http://www.iho.int/s100gml/1.0"
 xmlns:S100EXT="http://www.iho.int/s100gml/1.0+EXT"
 xmlns:s100_profile="http://www.iho.int/S-100/profile/s100_gmlProfile"
 xmlns:xlink="http://www.w3.org/1999/xlink">
  <messageID>254ad27fe929de2</messageID>
  <properties>
      <Service_Property>
           <type>1</type>
           <key>S124DatasetIdentifier</key>
           <value>234823482</value>
     </Service_Property>
  </properties>
  <operationName>getS124Information</operationName>
  <issueDate>2019-05-04</issueDate>
  <issueTime>18:13:52.0</issueTime>
  <digitalSignatureValue>
302C021433796C6647CC1C55A67DC72FA7C6E157A6594B2B02145D3768B44F3A6ABA11A77178B738AD3B6A0DE344
  </digitalSignatureValue>
  <digitalSignatureReference>ecdsa</digitalSignatureReference>
</ S100_Service_Message>


Operation getDatasetStatus
The operation shall be used for retrieving only the status of Navigational warnings from producer If a specific S124-Dataset is requested, the S124DatasetIdentifier of this dataset must be encoded as properties of the S100_Service_Message. The service must respond with the return values DatasetID and StatusCode. DatasetID must be the id of the requested dataset. StatusCode is the S-124 referenceCategory code. DatasetID and StatusCode must be encoded as properties of the S100_Service_Message.

Example POST Request with specified id:
	Content:
	<?xml version="1.0" encoding="UTF-8"?>
<S100_Service_Message xmlns:gml="http://www.opengis.net/gml/3.2"
 xmlns:S100="http://www.iho.int/s100gml/1.0"
 xmlns:S100EXT="http://www.iho.int/s100gml/1.0+EXT"
 xmlns:s100_profile="http://www.iho.int/S-100/profile/s100_gmlProfile"
 xmlns:xlink="http://www.w3.org/1999/xlink">
  <messageID>234efae5e929de2</messageID>
  <properties>
      <Service_Property>
           <type>1</type>
           <key>S124DatasetIdentifier</key>
           <value>234823482</value>
     </Service_Property>
  </properties>
  <operationName>getDatasetStatus</operationName>
  <issueDate>2019-05-04</issueDate>
  <issueTime>18:13:52.0</issueTime>
  <digitalSignatureValue>
302C021433796C6647CC1C55A67DC72FA7C6E157A6594B2B02145D3768B44F3A6ABA11A77178B738AD3B6A0DE344
  </digitalSignatureValue>
  <digitalSignatureReference>ecdsa</digitalSignatureReference>
</ S100_Service_Message>



Example Service Response:
	<?xml version="1.0" encoding="UTF-8"?>
<S100_Service_Message xmlns:gml="http://www.opengis.net/gml/3.2"
 xmlns:S100="http://www.iho.int/s100gml/1.0"
 xmlns:S100EXT="http://www.iho.int/s100gml/1.0+EXT"
 xmlns:s100_profile="http://www.iho.int/S-100/profile/s100_gmlProfile"
 xmlns:xlink="http://www.w3.org/1999/xlink">
  <messageID>4ad27fe92329de2</messageID>
  <properties>
      <Service_Property>
           <type>1</type>
           <key>DatasetID</key>
           <value>0</value>
     </Service_Property>
     <Service_Property>
           <type>3</type>
           <key>StatusCode</key>
           <value>5</value>
     </Service_Property>     
  </properties>
  <operationName>getDataSetInformation</operationName>
  <issueDate>2019-05-04</issueDate>
  <issueTime>18:13:52.0</issueTime>
  <digitalSignatureValue>
302C021433796C6647CC1C55A67DC72FA7C6E157A6594B2B02145D3768B44F3A6ABA11A77178B738AD3B6A0DE344
  </digitalSignatureValue>
  <digitalSignatureReference>ecdsa</digitalSignatureReference>
</ S100_Service_Message>



6.5 [bookmark: _Ref29283330]Get List Interface
A list of accessible information is returned from this interface. The list contains reference to the identity, a status and a short description of datasets. The datasets can be retrieved through the Get interface.

Name: Get List Interface 
Sub-path: list/
HTTP-Method: POST
Cookies: Session-Cookies (optional)
Content-Type: text/xml
 
Operation getAccessibleInformation
The operation should be used to get a list of available Navigational Warnings. These warnings are identified by their identifier, status and description. The list can also contain ‘sub-groups’ of warnings which aggregate. The list of results must be encoded as the describes property of the S100_Service_Message. Each entity of the list must contain a description and the status of a S124-Dataset with its S124DatasetIdentifier. A POST request can contain the search criteria Geometry, AreaName, UN/LOCODE and TimePeriod.

Example POST Request Content with filtered search parameters:
	<?xml version="1.0" encoding="UTF-8"?>
<S100_Service_Message xmlns:gml="http://www.opengis.net/gml/3.2"
 xmlns:S100="http://www.iho.int/s100gml/1.0"
 xmlns:S100EXT="http://www.iho.int/s100gml/1.0+EXT"
 xmlns:s100_profile="http://www.iho.int/S-100/profile/s100_gmlProfile"
 xmlns:xlink="http://www.w3.org/1999/xlink">
  <messageID>fffad27fe929de2</messageID>
  <properties>
      <Service_Property>
           <type>TBD </type>
           <key>TimePeriod</key>
           <value>TBD </value>
     </Service_Property>
     <Service_Property>
           <type>4</type>
           <key>Geometry</key>
           <value>TBD</value>
     </Service_Property>     
  </properties>
  <operationName>getAccessibleInformation</operationName>
  <issueDate>2019-05-04</issueDate>
  <issueTime>18:13:52.0</issueTime>
  <digitalSignatureValue>
302C021433796C6647CC1C55A67DC72FA7C6E157A6594B2B02145D3768B44F3A6ABA11A77178B738AD3B6A0DE344
  </digitalSignatureValue>
  <digitalSignatureReference>ecdsa</digitalSignatureReference>
</ S100_Service_Message>



Example Service Response:
	<?xml version="1.0" encoding="UTF-8"?>
<S100_Service_Message xmlns:gml="http://www.opengis.net/gml/3.2"
 xmlns:S100="http://www.iho.int/s100gml/1.0"
 xmlns:S100EXT="http://www.iho.int/s100gml/1.0+EXT"
 xmlns:s100_profile="http://www.iho.int/S-100/profile/s100_gmlProfile"
 xmlns:xlink="http://www.w3.org/1999/xlink">
  <messageID>fffad27fe929de2</messageID>
  <properties>
  </properties>
  <operationName>getAccessibleInformation</operationName>
  <issueDate>2019-05-04</issueDate>
  <issueTime>18:13:52.0</issueTime>
  <digitalSignatureValue>
302C021433796C6647CC1C55A67DC72FA7C6E157A6594B2B02145D3768B44F3A6ABA11A77178B738AD3B6A0DE344
  </digitalSignatureValue>
  <digitalSignatureReference>ecdsa</digitalSignatureReference>
  <describes>
     <S124_DatasetDescription>
        <description>Denmark Sub-Group</description>
        <status>5</status>
        <id>923</id>
      </S124_DatasetDescription>
       …
      <S124_DatasetDescription>
       …
      </S124_DatasetDescription>
  </describes>
</ S100_Service_Message>



6.6 Session Interface
This interface is used to create, remove and keep alive sessions. Sessions are used to maintain an internal information state about which information already have been exchanged between service consumer and service provider.
Name: Session Interface 
Sub-path: session/
HTTP-Method: GET, DELETE
Cookies: Session-Cookies 
Content-Type: text/xml
Operation createSession
This operation creates a session. If the service consumer wants to create a new session, a HTTP GET request with no cookies in the header needs to be sent to the Session Interface. The service then answers with session cookies in the header of the response. These cookies need to be saved by the service consumer and resent later with requests to operations that require a session.
Operation endSession
The current session can be ended by sending a HTTP DELETE request to the session Interface with the session cookies, acquired earlier via createSession.
Operation keepAlive
A session time-out value needs to be defined by the service. The session time-out value is the amount of time, after which a session automatically gets removed if not used anymore. To extend the validity of a session without interacting with any other interface, keepAlive can be called. To call the keepAlive operation, the consumer must send a HTTP GET request with the session cookies to the service. The session time-out value should be available to the consumer as a property in the CAPABILITY Interface.  
6.7 Subscribe Interface
The purpose of the interface is to request and remove subscription on information, either on a specific id, or the information decided upon by information provider. It also allows the user to retrieve a list of active subscriptions.

Name: Subscribe Interface 
Sub-path: subscribe/{id}/
HTTP-Method: POST
Cookies: Session-Cookies
Content-Type: text/xml

Operation startSubscription
The Subscribe Interface should be used to subscribe to Navigational Warnings. The specific NW-data is identified by the id parameter. The ids of Navigational Warnings can be retrieved by the Get List interface. If no id is specified, the consumer subscribes to updates on all NW-datasets. To subscribe on subgroups of warnings, their sub-group id needs to be provided. The S124Identifier parameter must be encoded as properties of the S100_Service_Message. Instead of the S124 Identifier, also Status, Geometry, AreaName and UN/LOCODE can be used as search criteria to subscribe on all search results. If no parameters are specified, the subscription includes all available NWs. A SubscriptionIdentifier is then returned via the Subscription Created Notification Operation, which can be used later to remove the subscription.

Example:
	<?xml version="1.0" encoding="UTF-8"?>
<S100_Service_Message xmlns:gml="http://www.opengis.net/gml/3.2"
 xmlns:S100="http://www.iho.int/s100gml/1.0"
 xmlns:S100EXT="http://www.iho.int/s100gml/1.0+EXT"
 xmlns:s100_profile="http://www.iho.int/S-100/profile/s100_gmlProfile"
 xmlns:xlink="http://www.w3.org/1999/xlink">
  <messageID>fffad27fe929de2</messageID>
  <properties>
     <Service_Property>
           <type>1</type>
           <key>S124Identifier</key>
           <value>7291</value>
     </Service_Property>     
  </properties>
  <operationName>startSubscription</operationName>
  <issueDate>2019-05-04</issueDate>
  <issueTime>18:13:52.0</issueTime>
  <digitalSignatureValue>
302C021433796C6647CC1C55A67DC72FA7C6E157A6594B2B02145D3768B44F3A6ABA11A77178B738AD3B6A0DE344
  </digitalSignatureValue>
  <digitalSignatureReference>ecdsa</digitalSignatureReference>
</ S100_Service_Message>




Operation removeSubscription
The Remove Subscription operation should be used to remove Subscriptions, that were created earlier with the Subscription Interface. Subscriptions is removed either internally by information owner, or externally by the consumer with this interface. The SubscriptionIdentifier of the warning or warning sub-group on which the subscription should be removed must be encoded as property of the S100_Service_Message. 

Example:
	<?xml version="1.0" encoding="UTF-8"?>
<S100_Service_Message xmlns:gml="http://www.opengis.net/gml/3.2"
 xmlns:S100="http://www.iho.int/s100gml/1.0"
 xmlns:S100EXT="http://www.iho.int/s100gml/1.0+EXT"
 xmlns:s100_profile="http://www.iho.int/S-100/profile/s100_gmlProfile"
 xmlns:xlink="http://www.w3.org/1999/xlink">
  <messageID>839227fe929de2</messageID>
  <properties>
     <Service_Property>
           <type>1</type>
           <key>SubscriptionIdentifier</key>
           <value>7291</value>
     </Service_Property>     
  </properties>
  <operationName>removeSubscription</operationName>
  <issueDate>2019-05-04</issueDate>
  <issueTime>18:13:52.0</issueTime>
  <digitalSignatureValue>
302C021433796C6647CC1C55A67DC72FA7C6E157A6594B2B02145D3768B44F3A6ABA11A77178B738AD3B6A0DE344
  </digitalSignatureValue>
  <digitalSignatureReference>ecdsa</digitalSignatureReference>
</ S100_Service_Message>




Operation getSubscriptionList
A list of active subscriptions can be retrieved through this operation. This operation should be used by service consumers to get a list of all elements (identified by their SubscriptionIdentifier) that this client subscribed to, using the Subscription interface. The ids are returned as a semicolon-separated string in the S100_Service_Message properties.

Example POST Request:
	<?xml version="1.0" encoding="UTF-8"?>
<S100_Service_Message xmlns:gml="http://www.opengis.net/gml/3.2"
 xmlns:S100="http://www.iho.int/s100gml/1.0"
 xmlns:S100EXT="http://www.iho.int/s100gml/1.0+EXT"
 xmlns:s100_profile="http://www.iho.int/S-100/profile/s100_gmlProfile"
 xmlns:xlink="http://www.w3.org/1999/xlink">
  <messageID>f283ead27fe929de2</messageID>
  <properties>
  </properties>
  <operationName>getSubscriptionList</operationName>
  <issueDate>2019-05-04</issueDate>
  <issueTime>18:13:52.0</issueTime>
  <digitalSignatureValue>
302C021433796C6647CC1C55A67DC72FA7C6E157A6594B2B02145D3768B44F3A6ABA11A77178B738AD3B6A0DE344
  </digitalSignatureValue>
  <digitalSignatureReference>ecdsa</digitalSignatureReference>
</ S100_Service_Message>



Example Service Response:
	<?xml version="1.0" encoding="UTF-8"?>
<S100_Service_Message xmlns:gml="http://www.opengis.net/gml/3.2"
 xmlns:S100="http://www.iho.int/s100gml/1.0"
 xmlns:S100EXT="http://www.iho.int/s100gml/1.0+EXT"
 xmlns:s100_profile="http://www.iho.int/S-100/profile/s100_gmlProfile"
 xmlns:xlink="http://www.w3.org/1999/xlink">
  <messageID>f928d27fe929de2</messageID>
  <properties>
     <Service_Property>
           <type>1</type>
           <key>ids</key>
           <value>7291;923;123;7890</value>
     </Service_Property>     
  </properties>
  <operationName>getSubscriptionList</operationName>
  <issueDate>2019-05-04</issueDate>
  <issueTime>18:13:52.0</issueTime>
  <digitalSignatureValue>
302C021433796C6647CC1C55A67DC72FA7C6E157A6594B2B02145D3768B44F3A6ABA11A77178B738AD3B6A0DE344
  </digitalSignatureValue>
  <digitalSignatureReference>ecdsa</digitalSignatureReference>
</ S100_Service_Message>




6.8 Capability Interface
The purpose of the interface is to provide a dynamic method to ask a service instance at runtime what interfaces are accessible and what payload formats and versions are valid.

Name: Subscribe Interface 
Sub-path: capabilities/
HTTP-Method: POST
Cookies: None 
Content-Type: text/xml
Operation getCapabilities
This interface should be used to get a List of available capabilities of this service. This can also include any kind of Service Metadata. Please refer to S-100 sections 4a-5.7 and section 14-8 (S100_OC_ServiceMetaData) for a set of Service Metadata properties. The properties must be encoded as properties of the S100_Service_Message

Example POST Request:
	<?xml version="1.0" encoding="UTF-8"?>
<S100_Service_Message xmlns:gml="http://www.opengis.net/gml/3.2"
 xmlns:S100="http://www.iho.int/s100gml/1.0"
 xmlns:S100EXT="http://www.iho.int/s100gml/1.0+EXT"
 xmlns:s100_profile="http://www.iho.int/S-100/profile/s100_gmlProfile"
 xmlns:xlink="http://www.w3.org/1999/xlink">
  <messageID>a283ead27fe929de2</messageID>
  <properties>
  </properties>
  <operationName>getCapabilities</operationName>
  <issueDate>2019-05-04</issueDate>
  <issueTime>18:13:52.0</issueTime>
  <digitalSignatureValue>
302C021433796C6647CC1C55A67DC72FA7C6E157A6594B2B02145D3768B44F3A6ABA11A77178B738AD3B6A0DE344
  </digitalSignatureValue>
  <digitalSignatureReference>ecdsa</digitalSignatureReference>
</ S100_Service_Message>



Example Service Response:
	<?xml version="1.0" encoding="UTF-8"?>
<S100_Service_Message xmlns:gml="http://www.opengis.net/gml/3.2"
 xmlns:S100="http://www.iho.int/s100gml/1.0"
 xmlns:S100EXT="http://www.iho.int/s100gml/1.0+EXT"
 xmlns:s100_profile="http://www.iho.int/S-100/profile/s100_gmlProfile"
 xmlns:xlink="http://www.w3.org/1999/xlink">
  <messageID>a928d27fe929de2</messageID>
  <properties>
     <Service_Property>
           <type>1</type>
           <key>datasetCharacterSet</key>
           <value>utf-8</value>
     </Service_Property>
     …
     <Service_Property>
           <type>1</type>
           <key>referenceSystem</key>
           <value>epsg:4326</value>
     </Service_Property>     
  </properties>
  <operationName>getCapabilities</operationName>
  <issueDate>2019-05-04</issueDate>
  <issueTime>18:13:52.0</issueTime>
  <digitalSignatureValue>
302C021433796C6647CC1C55A67DC72FA7C6E157A6594B2B02145D3768B44F3A6ABA11A77178B738AD3B6A0DE344
  </digitalSignatureValue>
  <digitalSignatureReference>ecdsa</digitalSignatureReference>
</ S100_Service_Message>




6.9 Status Interface
The purpose of the interface is to provide a dynamic method to ask for status on the service and the application behind the service. This interface should be used to retrieve the current status of the service to gain information on service problems and failures.

This service uses HTTP status codes to provide information about its status and occurring errors. Please refer to RFC 7231 (section 6) for further information on HTTP status codes. If in a functioning state, the service must always respond with a “200 OK” status code, when the root path of the service is accessed by consumers.

7 [bookmark: _Ref479328969]Service Dynamic Behaviour

The following section describes the dynamic behaviour of the service specified in this document. Unless otherwise stated, the dynamic behaviour of the service is identical to the behaviour described in the service specification.
7.1 Upload interface

As already mentioned in section 6.2, the upload interface uses the polling or long-polling pattern. The dynamic behaviour of these patterns is visualized in Figure 4 and Figure 5. In the polling pattern, the service consumer continuously requests updates with the downstream interface in a fixed update period. In the long polling set-up, the downstream request is only answered when an update was published. Then, the consumer directly starts a new downstream request for waiting on the next update. Note, that the long-polling solution may lead to a large amount of long-lasting open connections.
[image: ]
[bookmark: _Ref29303876]Figure 4: Polling Pattern for the exchange of S124 Datasets with the UPLOAD / downstream Interface
[image: ]
[bookmark: _Ref29303906]Figure 5: Long Polling Pattern for the exchange of S124 Datasets with the UPLOAD / downstream Interface
7.2 MCP Connectivity

To secure the communication channel between service consumer and service provider, it is strongly recommended to use HTTPS/TLS for the communication. This technology relies on a Public Key Infrastructure for the verification of the authenticity of the entities using the communication channel. The Maritime Connectivity Platform (MCP) provides such a Public Key Infrastructure for service-based architectures in the maritime environment. 
A service running in a production environment should be registered by its service provider in the Maritime Service Registry (MSR). Service consumers can then find the service in the MSR by its name, geographical coverage and provider. Also, an identity in the Maritime Identity Registry (MIR) should be created for the service.  The authenticity of the service can then be checked with a service certificate, which is generated by the MIR and provided to the service consumer by the service. Both, MSR and MIR are part of the MCP.
Before the authenticity of the service can be verified by the service consumer, the revocation status of the service certificate needs to be checked. This is done by contacting the MIR (see Figure 6). From then on, messages from the service can be verified by checking the digital signature field.
[image: ]
[bookmark: _Ref29822375]Figure 6: Validating the Authenticity of the Service in a MCP-setup.
More information on integration with the MSR and the MIR can be found at https://maritimeconnectivity.net/.
8 DEFINITIONS

The definitions of terms used in this IALA Guideline can be found in the International Dictionary of Marine Aids to Navigation (IALA Dictionary) at http://www.iala-aism.org/wiki/dictionary and were checked as correct at the time of going to print.  Where conflict arises, the IALA Dictionary shall be considered as the authoritative source of definitions used in IALA documents.
8.1 Terminology

Persons producing the Technical Service are invited to add definitions to the following list as appropriate.
[bookmark: _Toc523470238]Definition of terminology
	Term
	Definition

	External Data Model
	Describes the semantics of the ‘maritime world’ (or a significant part thereof) by defining data structures and their relations.  This could be at logical level (e.g. in UML) or at physical level (e.g. in XSD schema definitions), as for example standard data models, or S-100 based data produce specifications.

	Message Exchange Pattern
	Describes the principles two different parts of a message passing system (in our case: the service provider and the service consumer) interact and communicate with each other.  Examples:
In the Request/Response MEP, the service consumer sends a request to the service provider to obtain certain information; the service provider provides the requested information in a dedicated response.
In the Publish/Subscribe MEP, the service consumer establishes a subscription with the service provider to obtain certain information; the service provider publishes information (either in regular intervals or upon change) to all subscribed service consumers.

	
	

	
	

	
	


9 ACRONYMS

Persons producing the Technical Service are invited to provide a list of acronyms as appropriate.
	ACRONYM
	Meaning

	
	

	
	

	
	



10 REFERENCES

This section shall include all references used when designing the service.  Specifically, the service specification document as well as standard documents describing the chosen technology and documents describing any external data models (if applicable) shall be listed.
1. [bookmark: _Ref479336363]IALA Guidelineline 1128 11?? on Specification of e-Navigation Technical Services
1. [bookmark: _Ref479336420]  xx.yy  Service Specification for the S-124 Service
1. IALA GUIDELINE ON IP (WEB SERVICE) BASED S-100 DATA EXCHANGE (draft)
1. S-100 Universal Hydrographic Data Model, version 4.0.0, S-100 –UNIVERSAL HYDROGRAPHIC DATA MODEL, http://www.iho.int/iho_pubs/standard/S-100/S-100_Ed_2/S_100_V2.0.0_June-2015.pdf 
1. MARITIME NAVIGATION AND RADIOCOMMUNICATION EQUIPMENT AND SYSTEMS – DATA INTERFACE –Part 2: Secure exchange and service communication of S-100 based products (SECOM) – IEC 63173-2


Service Instance Description for the service promulgating S-124 data
INTRODUCTION

The bulk of work on this document, has been made as a deliverable in the workgroup supporting S-124 –correspondence group.
Navigational Warnings (NW) are part of the Maritime Safety Information (MSI) system. Currently, NW’s are promulgated in text via SafetyNET, NAVTEX, and are in some countries accessible on the WWW or as voice broadcasts via coastal radio stations.
As part of S-124 workgroup as subgroup of S-124 Correspondence group, a NW model, and promulgation thereof, is being developed and tested. This involves the specification of a S-124 (NW) service and implementation of a S-124 (NW) service instance that can be integrated with the Maritime Connectivity Platform eco system. This document is structured according to the IALA Guideline G1128: THE SPECIFICATION OF e-NAVIGATION TECHNICAL SERVICES. 
This document describes the instantiation of the S-100 online data exchange model (web services) for the exchange of S-124 information objects. 
PURPOSE OF THE DOCUMENT

The purpose of this service instance description document is to provide a documentation of the implementation and instantiation of the S-124 web service (see [2]), realized by using the REST technology as described in [3], according to the guidelines given in [1]. It describes a well-defined baseline of the service implementation by clearly identifying the service implementation version.
The aim is to document the key aspects of the S-124 NW service instantiation.  This includes:
· identification and summary of the service instance:
· reference to the service design description;
· reference to the service specification;
· identification of the service instance.
· service implementation and instantiation details:
· internal design decisions;
· configuration data;
· deployment information.
•	release notes:
· feature list:
· bug list.
Intended Readership

This service instance description document is intended to be read by service providers, system engineers and developers in charge of deploying and operating an instance of the S-124 service
[bookmark: _Toc475694455]SERVICE INSTANCE IDENTIFICATION

[bookmark: _Toc523470239]Service Instance Identification
	Name
	Example Authority’s S-124 Navigational Warning Service

	ID
	urn:mrn:mcp:example:service:s124-nw

	Version
	1.0

	Technology
	REST

	Service Specification ID
	urn:mrn:mcp:service:specification:sma:S-124

	Service Specification Version
	1.0

	Service Design ID
	urn:mrn:mcp:service:specification:S-124-web-service

	Service Design Version
	0.0.1

	Description
	This is a the Navigational Warnings Service of Example Authority, it provides Navigational Warnings for the area of XYZ and ABC. The S-124 Standard is used for the distribution of Navigational Warnings. 

	Keywords
	S-124, Navigational Warnings, Example

	Supplier
	Example Authority

	Status
	provisional



[bookmark: _Toc475694456]SERVICE IMPLEMENTATION AND INSTANTIATION DETAILS

The service instance is integrated with the Maritime Connectivity Platform and can be discovered via the Maritime Service Registry. An example instance is running at http://example-authority.com/nws and can be reached at port 8080.  

RELEASE NOTES

This section describes the release notes of the service instance. It shall contain at least the following set of information:
release identification and date;
feature list;
added features;
changed features;
removed features;
bug list;
known open bugs;
resolved bugs.
The template does not provide further details for the structure of this section.  The actual structure is left to the author’s choice.
DEFINITIONS

The definitions of terms used in this IALA Guideline can be found in the International Dictionary of Marine Aids to Navigation (IALA Dictionary) at http://www.iala-aism.org/wiki/dictionary and were checked as correct at the time of going to print.  Where conflict arises, the IALA Dictionary shall be considered as the authoritative source of definitions used in IALA documents.


Terminology

Persons producing the Technical Service are invited to add definitions to the following list as appropriate.
[bookmark: _Toc523470240]Definition of terminology
	Term
	Definition

	External Data Model
	Describes the semantics of the ‘maritime world’ (or a significant part thereof) by defining data structures and their relations.  This could be at logical level (e.g. in UML) or at physical level (e.g. in XSD schema definitions), as for example standard data models, or S-100 based data produce specifications.

	Message Exchange Pattern
	Describes the principles two different parts of a message passing system (in our case: the service provider and the service consumer) interact and communicate with each other.  Examples:
In the Request/Response MEP, the service consumer sends a request to the service provider to obtain certain information; the service provider provides the requested information in a dedicated response.
In the Publish/Subscribe MEP, the service consumer establishes a subscription with the service provider to obtain certain information; the service provider publishes information (either in regular intervals or upon change) to all subscribed service consumers.

	
	

	
	

	
	


ACRONYMS

Persons producing the Technical Service are invited to provide a list of acronyms as appropriate.

	ACRONYM
	Meaning

	
	

	
	

	
	


	
REFERENCES

This section shall include all references used in the service instance description.  Specifically, the service specification document as well as the applicable service design description shall be listed.
1. [bookmark: _Ref479316845]IALA Guideline 1128 on Specification of e-Navigation Technical Services
1. Service Specification for the S-124 Service
1. Service Design Description for the S-124 Navigational Warnings Web Service
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